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Electronic document as an object of forensic
examination during the investigation of marauding

The article is devoted to the study of the role and significance of elec-
tronic documents in forensic examination during the investigation of loot-
ing cases. The authors consider the technological aspects of storage, pro-
cessing and transmission of electronic documents, and also highlight the
main challenges that forensic experts face when analyzing these docu-
ments. The results of the research can be useful for improving judicial prac-
tice and increasing the efficiency of investigations in the field of looting
with the help of modern technologies.
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Formulation of the problem. The relevance of the study is determined
by the fact that the introduction of information technologies the society
contributes to the emergence of new types of criminal offenses. In addition,
the war on the territory of Ukraine showed how electronic tools for search-
ing and collecting information are important for investigating crimes. One
of these types is marauding.

In such a situation, the entire legal system of Ukraine faced new chal-
lenges that must be solved by forensic means. In order to establish the
fact of looting, it is necessary to collect, investigate and submit evidentiary
information to the court. In the process of proof, electronic evidence is of
great importance that can be recorded by technical means. The Internet
can include a huge amount of information about criminal events, as well as
personal data about the person who committed the crime and their social
connections.

The use of electronic evidence has become increasingly important as
a modern technology in the investigation of looting. The digital environ-
ment has also a significant impact on crimes of this nature. In this regard,
a forensic science loses its traditional form, and electronic documents be-
come the main source of significant information from the point of view of
forensics.

Analysis of recent research and publications. Divergent interpreta-
tions of the electronic document among scholars lead to the absence of
a general and systematic approach to the study of this issue and its use in
practical activities. Moreover, such issues are found in the scientific litera-
ture.

Ye. Khizhnyak proposes the definition of an electronic document as any
information presented in the electronic form, which is important for the in-
vestigation of criminal offenses, the research of which is carried out with the
help of special software and technical means [1, p. 84].

S. Chernyavskyi and Yu. Orlov point out that electronic documents as
sources of evidence in criminal proceedings are not documents in the tra-
ditional sense. Due to this circumstance, as well as to avoid terminological
confusion, they propose to use the concept of “electronic display” and to
consider it as an independent source of evidence in criminal proceedings
and a separate type of evidence [2, p. 19].

O. Meteley, investigating the problems of determining the admissibility
and propriety of digital (electronic) evidence in the criminal process, noted
that it is difficult to clearly classify digital evidence as physical evidence or
documents [3, p. 224].

According to the Law of the Republic of Indonesia N2 11 of 2008, there
has been an expansion of the types of evidence in legal proceedings, name-
ly (1) Electronic information and/or electronic documents and/or their print-
outs are valid legal evidence; (2) Electronic information and/or electronic
documents and/or their printed results as specified in paragraph (1) are an
extension of legal evidence in accordance with the applicable procedural
law in Indonesia [4, p. 286].
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A. Ratnova agrees with the opinion of scholars who believe that an elec-
tronic document is a method of recording and a separate type of evidence,
proposing to understand an electronic document as the information in the
electronic form that can be used as the evidence of a fact or circumstances
established during criminal proceedings [5, p. 48].

Gongalo S. believes that from the point of view of using an electronic
document as evidence, it can be divided into two groups — legal and tech-
nical. Legal documents contain the requisites prescribed by law, are drawn
up by an authorized person and have legal force. Documents that do not
have legal force should be classified as technical documents [6, p. 23]. That
is, those elements that are most often encountered during a pre-trial inves-
tigation: photos and graphic images, video and audio recordings, websites,
accounts in social networks, geolocation data, voice, multimedia and other
messages, etc.

In support of this, there are different positions of the Supreme Court.
For example, the first position: a printout of an electronic correspondence
cannot be considered an electronic document (a copy of an electronic doc-
ument) in the sense of the provisions of Part 1 of Art. 5 of the Law of Ukraine
“On Electronic Documents and Electronic Document Management”, that
is, it cannot be considered as evidence, because it does not contain an elec-
tronic signature, which is a mandatory requisite of an electronic document,
since in this case it is impossible to identify the sender of the message and
the content of such a document is not protected fromm changes and dis-
tortion [7]. In contrast to this decision, in case N2 753/10840/19 dated July
13, 2020, the Supreme Court admitted as evidence of domestic violence
screenshots of correspondence between the ex-wife and the husband, in
which the latter threatened her and the child, used obscene insults, threats
and inappropriate language [8]. The evidence must be presented in a prop-
erly certified hard copy, and in case of doubt by the opposing party or the
court, the original of such evidence must be provided, i.e. the device from
which the copy was taken, such as a telephone or computer. In addition,
electronic evidence in the form of a screenshot or copy is not considered as
independent evidence, but only in the context of other proper and admissi-
ble evidence [9, p. 161].

Due to the development of technologies, it is possible to make changes
to the informational content of a website or to create the appearance of
messages on the Internet that never existed. Such electronic documents
require careful verification of origin and authenticity. The examination can
determine the authenticity of an electronic document and reveal signs of
falsification. Methods of modern examination make it possible to deter-
mine whether an electronic document was created on a specific computer
or copied from another medium. Such conclusions of experts are support-
ed by circumstantial or evaluative evidence, such as: the information in the
service options of the operating system regarding the properties of the file
or testimony of witnesses, attempts by the user of a certain computer to
destroy information on the Internet [10, Pp. 74—75].
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However, according to the results of the survey of the employees of the
National Police units, it was established that the main difficulties during the
collection and research of information in electronic form arose during, in
particular, the appointment of an examination (compilation of a list of ques-
tions, sending of evidence, duration of the examination) — 18.8% [11, p. 23].

The aim of the study. The determination of the peculiarities of the
study of electronic documents within the framework of forensic examina-
tions during the investigation of looting. Given the purpose of the research,
the tasks should be identified:

to find out the legal nature of electronic documents;

to establish the types of forensic examinations that are recom-
mended to be appointed during the investigation of looting.

Presentation of the main research material. The question of the place
of an electronic document is not only of theoretical importance in the sys-
tem of procedural sources. The choice of the most effective procedures de-
pends on its solution, as well as the observance of human rights and free-
doms during their implementation. The urgency and practical significance
of the issue is confirmed by the lack of unity in law enforcement activities.

In accordance with Part 1 of Art. 99 of the Criminal Code of Ukraine,
a document is a material object specially created for the purpose of pre-
serving information, which contains information recorded with the help of
written signs, sound, image, etc., which can be used as evidence of a fact or
circumstance established during criminal proceedings [12].

There are no legal norms regulating the status of an electronic docu-
ment in the current Code of Criminal Procedure of Ukraine.

However, the provisions of the Code of Civil Procedure determine that
the documents may include photographic materials, sound recordings, vid-
eo recordings and other media, including computer data.

Nowadays, the Law of Ukraine “On Electronic Documents and Electron-
ic Document Management” establishes the basic organizational and legal
principles of electronic document management and the use of electronic
documents. According to Art. 5 of the aforementioned Law, an electronic
document is a document in which information is recorded in the form of
electronic data, including mandatory document details [13].

Among the general characteristics, experts indicate the following, that
electronic documents:

exist in intangible form,;
created by a person or a computer system;

cannot exist outside the boundaries of a physical carrier or commu-
nication channel;

do not have an inseparable connection with the material medium;
move freely in the electronic network;
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perception and research of such documents can be carried out only
with the use of special programs and devices;

require a special collection, inspection and assessment procedure;

have the ability to dubbing, i.e. copying or moving to another medi-
um without losing its characteristics;

the possibility of remote changes to them and their destruction [14,
p. 252].

A. V. Gutnyk and A. Ya. Khytra are of the opinion that one of the main
features of an electronic document should be a mandatory component of
any electronic document — metadata. And they also offer their author's
definition of the metadata of an electronic document, namely, that it is
structured coded data that characterizes an electronic document and has
evidentiary value in criminal proceedings [11, p. 36].

Thus, the resolution of the CMU N2 833 dated November 10, 2017 “On
the functioning of the system for recording administrative offenses in the
field of ensuring road traffic safety in automatic mode” contains a definition
of the concept of “metadata”. According to the aforementioned resolution,
metadata are structured data that contain the information about an event
recorded using technical means (control devices), the characteristics of the
recorded vehicle necessary for its identification, parameters of the function-
ing of technical means (control devices), as well as other data, necessary to
record, search, evaluate and manage such information [15].

So, metadata are important in pretrial investigation because they can
provide a valuable information about the origin, creation, changes, and oth-
er aspects of electronic documents or other digital files.

The use of metadata can greatly facilitate pre-trial investigations, help-
ing to establish facts and relationships between various electronic objects.

One of the new areas of criminology is a digital criminology — forensics
(computer criminology) acquires importance in relation to the use of elec-
tronic documents in criminal proceedings [16, p. 371].

This field allows for the development of effective tools for the investiga-
tion of criminal offenses, especially those committed in conditions of martial
law, occupation of territories or armed conflicts, when there is a limited ac-
cess to the scene of the incident or when it is impossible to get there at all.

The problem of this topic is the specificity of committing looting, the
available traces of this crime, the features of identification of the criminal,
the insufficient use of technical means, etc. In addition, it becomes difficult
to collect and record evidence in the conditions of martial law.

Pillage, in accordance with the Criminal Code of Ukraine, is a theft on
the battlefield of things that are with the killed or wounded [17].

Attackers can leave traces in the form of electronic data on mobile de-
vices, such as: text messages, email, photos, videos, social media, and more.
Law enforcement agencies can analyze these data to obtain important
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information about a crime and possible individuals involved in it. Video re-
cordings can serve as important evidence, where you can see the crimes
themselves, as well as identify the perpetrators by their appearance or
movements. The proper use of electronic evidence can greatly increase the
effectiveness of investigations and help identify and prosecute looting crim-
inals.

The main types of the electronic evidence in the investigation of looting
can be:

1. Video and photo evidence: the latter can testify to the facts of looting,
show the persons involved in the crime, or record other details. Such
evidence can be obtained from surveillance cameras, mobile devices of
witnesses or social networks.

2. Electronic commmunications: e-mail, messages on social networks, text
messages and other forms of electronic communication may contain
important information about criminals, their accomplices or their plans.

3. Online Trails: pillage can have an electronic trail in the form of activity
on websites, forums, social media, etc. Such data can provide important
information about the actions and motives of criminals [18, p. 51].

To successfully use electronic evidence in a burglary investigation, prop-
er procedures must be followed to collect, analyze, and preserve the evi-
dence so that it remains intact and reliable.

Digital forensics is of great importance in looting investigations, as dig-
ital traces can provide valuable information about the crime and the indi-
viduals involved [19, p. 188]. Digital forensics can include analysis of social
media, communication records, email, cell phone and other digital traces
that can help identify looters [20, p. 179]. Analyzing these traces can help to
reveal the looters’ ways of action, their commmunities, and information about
possible targets and plans. Forensics can recover lost or deleted data from
digital devices, such as: computers, mobile phones or media [21, p. 135].

This may include the recovery of photographs, videos, messages or oth-
er digital evidence that can be used to identify those involved in the loot-
ing or to trace their actions. They can also analyze network traffic passing
through digital networks to detect exploits related to looting. The use of
computer vision and artificial intelligence algorithms allows forensics to an-
alyze photos and videos from surveillance cameras or mobile devices to de-
tect looting [22, p. 201]. These tools help digital forensics to collect, analyze
and interpret digital data related to looting. The use of these tools helps to
gather independent, objective and convincing evidence that can be used
in a legal process to bring looters to justice. Thus, digital forensics plays an
important role in the investigation of looting, helping to identify the culprits
and establish the truth [23].

J. Kanchauskene investigated computer forensics and electronic evi-
dence in criminal justice in Lithuania in her work [24]. The Criminal Pro-
cedure Code of Lithuania primarily regulates the acquisition of electronic
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data, supplementing the requirements of laws such as, but not limited to,
the Criminal Intelligence Act, the Police Act and the Financial Crimes Inves-
tigation Service. The data are usually obtained in the manner prescribed by
both the Criminal Intelligence Act and other laws prior to the commence-
ment of a pre-trial investigation. After opening a pre-trial investigation,
evidence is collected exclusively in accordance with the Code. Courts are
especially careful to check whether evidence collected under the Criminal
Intelligence Act is lawfully obtained. The requirement to obtain evidence is
closely related to the requirement to obtain evidence legally in accordance
with the procedure established by law [25, p. 162].

It is possible to view photos and videos of looting cases, collecting infor-
mation from open sources, such as: social networks, news sites, blogs, etc.
After the examination, the investigator should appoint a forensic portrait
examination or a photo-, video-, soundrecording examination, in order to
identify the person who committed the criminal offense by voice, face, etc.
In order to avoid traces of editing and editing of photo, video and soundre-
cordings, it is worth appointing a computer and technical expertise. It is
also possible to establish the origin and authenticity of an electronic docu-
ment, the absence of signs of falsification in it, due to a forensic technical
forensic examination.

In order to find out the value of the object of encroachment, it is nec-
essary to appoint a commodity expert. Things that are the subject of loot-
ing can only be those objects of the material world in respect of which civil
rights and obligations arise and which are related to ensuring the sphere
of a person’s personal life. Such things can include watches, wedding rings,
pendants, etc. Therefore, one of the most important procedures in crim-
inal proceedings related to the investigation of looting is conducting the
above-mentioned examinations.

In our opinion, it is necessary to carry out examinations of electronic
documents in all cases. This is an additional guarantee of the admissibility
and reliability of such evidence during the trial of criminal proceedings from
social networks.

In this context, the issues also remain unsettled:

- the possibility of obtaining information from sites in the form of a
screenshot — an image obtained by a computer that reflects what
the user sees on the monitor screen;
the use of data from open electronic registers contained in the In-
ternet in a criminal process. It should be also noted that practical
employees of law enforcement agencies are not aware of the pos-
sibilities of obtaining official information about a specific person at
the request of an authorized law enforcement agency.

Conclusions. As a result of the research, we can conclude that in mod-
ern digital world, electronic documents have become an indispensable
component in the criminal process. The application of modern technolo-
gies and methods of forensic examination to these documents allows to
increase objectivity and efficiency during the pre-trial investigation.
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Electronic documents can be given to examination to confirm their
authenticity, integrity and reliability. We recommend that the investigator/
prosecutor appoint a forensic portrait examination or a photo, video, sound
recording examination; computer and technical examination and technical
and forensic examination during the investigation of criminal offenses re-
lated to pillage.

It is important to work with relevant security agencies, such as: the po-
lice, intelligence or military, to ensure that electronic evidence is properly
collected and processed. This will help to ensure the legal aspect of the loot-
ing investigation.

Electronic documents, including electronic correspondence, data from
various electronic devices and other digital traces, can serve as important
evidence during the investigation of looting activities. The use of modern
methods of analysis and extraction of information allows experts to obtain
valuable conclusions regarding the involvement of persons in criminal acts,
their intentions and other key aspects of the proceedings.

In general, electronic documents are an important object of forensic
examination, contributing to the improvement of the effectiveness of the
investigation in criminal proceedings regarding looting. The use of modern
technologies is important in the forensic examination of electronic docu-
ments to ensure fairness and objectivity in the investigation of such crimes

in the digital age.
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ENeKTPOHHUI AOKYMEHT 1K 06’€KT CyAO0BOi eKCNepTU3mn
nig yac poscnigyBaHHA MapoaepcTBa
€. Myp3o, B. Masib4eHKO

BpaxoBytoun piBeHb PO3BUTKY IHPOPMALIMHUX KOMM'IOTEPM30BAHMX

CUCTEM [OCUTb aKTyallbHUM € IHCTUTYT eNIeKTPOHHMX OoKa3iB. HaBege-
He y OOCNImXeHHI ONMTYyBaHHA cepen NpauiBHMKIB HauioHanbHOI noniuii



Po3ain 3. KouMiHanicTmu4Hi BUam CyqoBMX eKcrepTi3

niaTBEpPOXKyE, LLO npouec 36MpaHHA Ta aHanisy iHbpopMalLii B eNeKTpoHHO-
My dopMaTi CynpPOBOAXKYETbCA 3HAYHUMM TPYOHOLAMM, 30KPEMA B KOHTEK-
CTi MPU3HAYEHHA eKCcnepTn3Kn. 3a3HavyeHe NiAKPEeCNtoe akTyanbHICTb 4OCi-
OXKEHHA. ABTOPU aHaNMi3ytoTb BaXKUBICTb €1EeKTPOHHMX JOKYMEHTIB Nif Yac
po3cnifyBaHHA MapoaepcTBa. Y poboTi po3rnaHyTo CTaH HayKOBOi pO3po-
61eHOCTI MMTaHb eNeKTPOHHOIO LOKYMEHTa, MOro 03HaK, HaNeXXHOCTi Ta Lo-
MYCTUMOCTI Y KPUMiHANbHOMY CyaOUYMHCTBI. CTaTTa Ma€ Ha MeTi BU3HAUYUTU
0COBNMBOCTI AOCNIOXKEHHA €1EeKTPOHHUX OOKYMEHTIB Yy paMKax CyLoBUX
eKCcnepTU3 Nif Yac poscnifyBaHHAa MapoaepcTBa. NpoBegeHo aHanis topu-
OUNYHOrO CTaTyCy €eKTPOHHUX OOKYMEHTIB A9 BM3HAueHHSa iX MpaBoBOi
npuvpoaun. [1o Toro »BU3Ha4eHO Pi3HOBMOM CyOOBMX EKCMEPTU3, AKi € peKo-
MeHOOBaHUMUK ANA MPOBEAEHHA Y XOA4i PO3CNifyBaHHA BUNaAKiB Mapoaep-
cTBa. Big3HaueHo, Wwo npobnemaTtka JaHOi TeMuW Nondra€e B 0CoO6MBOCTAX
36epeXkeHHsa CrifiB Npu MapoadepCTBi, ineHTUdIKaLii oCi6, BUHHUX Y HbOMY,
Ta HEAOCTAaTHLbOMY BMKOPUCTAHHI TEXHIYHMX 3acobiB. YMOBU BOEHHOTIO CTa-
HY 0O0OaTKOBO YCKMAAHIOWTb Npouec 36opy Ta ¢ikcauii Aokasis, pobnaum
iX 3006yTTA BaXXK/IMBUM BUKIMKOM A9 MPABOOXOPOHHMX OpraHiB. Taki 06-
CTaBMHU OBYMOBIOIOTb MOTpeby Yy po3pobLi Ta BNpOoBaayXKeHHI crieliani-
30BaHMX METOAIB Ta TEXHIK UMPPOBOI KPUMIHANICTUKM Ona ePeKTUBHOIO
BUPILLEHHA BULLE3ragaHMX NpobneM y chepi poscnifyBaHHA MapoaepcTBa
B YMOBax BOEHHOro ctaHy. OCHOBHa yBara npuaingaeTbca acnekTam 36epi-
raHHA Ta OOPOOKM ENEeKTPOHHMX LJOKYMEHTIB, @ TaKOoX iX Mepefadi nig yac
CYLOBOI eKcnepTnsn. ABTOPW BUBYAKOTb TEXHOMOMIYHI IHCTPYMEHTU, AKi
MOXXYTb BYTW BUKOPWCTaHI Ana 3a6e3neyeHHa LifiCHOCTI Ta aBTEHTUYHOC-
Ti @NeKTPOHHUX AoKa3iB. OKpeMa yBara NpuUaiNaeTrbca MeTogaM BUSABAEH-
HA MOXXIMBUX MIAPOOOK €NEKTPOHHUX OOKYMEHTIB, WO CTAaE HAA3BUYANHO
BaXX/IMBMM Y CyYaCHOMY LMGDPOBOMY cepefoBULLi. LOCNigXKEHHA MOoyKe
OyTU KOPUCHWM AN9 MPaKTUKYIOUYMX FOPUCTIB, CYAOBMX EKCMEPTIB Ta NpaBo-
OXOPOHHUX OPraHiB, AKi 3anydeHi OO0 po3CcnigyBaHHA BMMaOKiB MapoOep-
cTBa. Pe3ynbraTt LOCNIAXKEHHA MOXKYTb LOMOMOITY ONMTUMI3yBaTU MpoLecH
CYLOBOI €KCMepTM3KM, MOKPALLMTU AKICTb 4OKa3iB Ta MIABULLUTK 3araibHMUIN
piBEHb ePEKTUBHOCTI CYAOBMX PO3CiayBaHb y LM chepi 3aBASAKM 3aCTOCY-
BaHHIO MepefoBMX TEXHOMOMYHMX 3acobiB.

Knio4oBi cnoBa: fokasu; dopeHsika; cyaoBa eKCnepTsa; 4oNyCTUMICTb;
KpWMiHanbHe NPOBaLYKEHHS; MapOaepPCTBO.
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