Kpuminanicmuxa i cydosa excnepmusa. Bun. 62.

All software of expert forensic activity is proposed to be classified in the following way:
programs for automating the search for criminalistic information; software products that
automate the process for detecting and researching the features of objects; special programs for
evaluating the distinguished features of various research objects; programs that allow to
automate the process of drawing up an expert opinion. At the same time, such a classification
does not pretend to be completely unconditional and full; in the future it can be supplemented
and improved.

The next processes are highlighted: the formation and development of foreign and
domestic software products, automated workplaces, software and hardware complexes,
opportunities, disadvantages and prospects of their use in conducting separate types of forensic
examinations: from handwriting, fingerprinting to explosive engineering.
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AOC/IIZKEHHSI TEJIEKOMYHIKA}IIFIHOF O OBJIAJHAHHSA
TEPMIHAILII VoIP TPA®IKY (PE@AWIIHI'Y), IOBYJOBAHOI'O
HA BA3I MOJAEMIB HUAWEI

B yiii cmammi micmamosca 6az06i gidomocmi wo0o opeawnizayii cucmemu pegaiininey
(mepminayii VolP mpaiky), posensnymo neobxione 015t Yyb020 anapamue ma npocpamue 3d-
oesneyennss. CMUCIO po32iaHymo 3a2anbHO8HCUBAHE NPOSPAMHe 3a0e3nedenHs, sKe GUKOPUCTO-
8yembcsl 015 opeanizayii peghaiininey. Braszane npoepamue 3a6e3neyenns ma Hagedena iIHCmMpyK-
Yist 00 11020 6UKOPUCMAHHA 0I5l YHUKHEHHs OIOKY8aHHs 001A0HAHHA 3 OOKY onepamopie cmiib-
HUKOBO20 36 '13K).

IMin «pedaitninrom» po3ymiroTe HiAMIHY MiDKHapogHoro tpadiky Ha Jo-
KalbHUH, IUIXOM HepeHanpaBieHHs VolP'® n3pinka 3-3a KOpIOHY B MicleBy

15 |P-tenedonis, (BUMOBNAEThCS «afimi-Tened)oHis») — TenedoHHHIT 3B’30K MO MPOTO-
koiy IP. Ilix IP Tenedoniero pozymierscst Hablp KOMyHiKalifiHUX IPOTOKOJIB, TEXHOJIOTIH Ta
METO/IiB, 1110 3a0e3MevyoTh TpaauLiiHi ams TenedoHii Habip HOMepa, A03BOH 1 ABOCTOPOHHE
TOJIOCOBE CIIIJIKYBaHHsI, @ TAKOXK BiJ€O-CIIUIKYBaHHS M0 MEPEXi iHTepHET ab0 OyIb-SIKUM IHIIUM
USB-xabu IP-mepexxamu. Curnan mo KaHaiy 3B’sS3Ky [Epea€ThCs B HU(BPOBOMY BUTIISI 1, SIK
HPaBHIIO, NEpe] Mepeiadeio MepPeTBOPIOETHCS (CTHCKAETHCS) UL TOrO, 100 BUAATUTH HAIJIU-
oK iH(popMaIlii Ta 3HU3UTH HABAHTAKCHHSI HA MEPEKY Mepeiadi JaHuX.
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GSM wMepexy, IO MPAaBOOXOPOHHHMH OpPraHaMH TPaKTYEThCS SK IMOPYLICHHS
BCTaHOBJIEHOTO Topsinky mMapupyrusaii (cr. 361 KK Ykpainu). Buxmuk Tapudi-
KYETBCS SIK MICIIEBHIi, a PI3HUILS y BAPTOCTI CTAHOBHUTH 3apOOITOK OpraHi3aTopiB.

TepMmin «pedaiiny gacTime BUKOPHCTOBYEThCS 3 HETaTHBHUM 3abapBIicH-
HiM. GSM omepaTopy IIOPiYHO 3a3HAIOTH BENHMKHX 30MTKIB BHACTIIOK TEepMiHa-
uiil®, sxi o0uMCIIO0TECS B MiNblioHax JonapiB. TOMy BOHM TOTOBi BKJIaJaTH Be-
JIMKI CyMHM rpouiell B po3poOKy clelialibHUX MPOrpaMHUX PIllIeHb, SKi BIICTEXY-
[0Th pedaitminr. AntiFraud cucreMn MOXXyTh OyTH aHATITHYHHNMH Ta Ha JTIO3BOH.
[Tepmri aHai3yIOTh aKTUBHICT a00HEHTA B MEPEXKi, IPYTi 3AIMCHIOIOTH 3BIHKY Ha
HOMepa, 110 BIAHOLICHHIO J0 SKUX € MiI03pH y TepMiHarii Tpadiky. Ilpu BusBieH-
Hi pedaiiininra cucremu 0JI0KYIOTh a0OHEHTChKI HOMEPH.

Biznec B cdepi Tepminanii Tpadixy — HaANIPHOYTKOBHI, B MICSIb BiH MOXE
MPUHOCUTH MPUOYTOK Guiu3bko $ 2000, mpu HASIBHOCTI MiHIMAJIBHOTO KOMILICKTY
obnagHaHHA — Kinbkox VolP numo3iB. [ns cTapTy moTpiOHI MiHIMAaIbHI iHBECTH-
1ii, MpH IIbOMY BKJIAJI€HI I'POIIIi MIBHIKO OKYHArOThCS. B cepennproMy 3HamoOnuThCA
Ha 11 2—6 MICSIIB.

AKTYaJBHICTB IIi€i CTAaTTi MOB’s3aHa 3 TUM, IO BiJICYTHS METOJMKA IPOBE-
JICHHS eKCIEePTH3 Ta JOCIIKEHb TEIEKOMYHIKaliifHOTO 00JIafHAHHA TepMiHamii 3
3aCTOCYBaHHAM MoneMiB Mapku Huawei mnpu 3milicHeHI TpaBOIOPYIICHB
OB sI3aHMX 3 MIJIMIHOIO MIXKHApPOAHOr0 TpadiKy Ha JIOKAJIBHUH, IIISIXOM IepeHa-
npasyieHHs VolP n3BiHka 3-3a KopaoHy B MiciieBy GSM Mepexy.

1. AnapatHi 3aco0u nody/10BU TeJIeKOMYHIKAUIiiHOTO BY3/1y TepMiHawii
MiKHAPOJHMX A3BIHKIB 3 3acTocyBaHHsIM MoaeMiB mapku Huawei.

Jnst noOynoBH TeneKoMyHIKaliiHOro BY3Jly TepMiHalii 3a3BH4ail BUKOPHUC-
TOByIOTh MozieMu «Huawei» (muB. puc. 1), SIM-kapTku omeparopis 38’s13ky, GSM-
o3 (muB. puc. 2), USB-koHIEHTpaTOpH, MEpCOHAIBHI KOMIT FOTEPH, HOYTOYKH,
HETOYKH.

16 Tlin TepMiHamielo po3yMieThCs MepeHANpPABIEHHs TeNe(OHHOTO BUKIMKY 3 MEPEKi
VolIP y nokanbHy a060 CTITBHUKOBY MEPEKY Telne(hOHHOTO 3B 3KY.
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2. IlporpamHi 3aco0u MOGYI0BH TeIeKOMYHIKALIITHOT0 BY3Jy TepMiHa-
uii Mi’KHApOAHUX A3BiHKIB 3 3acTocyBaHHaAM MoaeMiB Mmapku Huawei.

TenexoMyHikauiiiHuii By30a TepMiHanii OyAylOTh 3a CXeMaMH, [TOKa3aHUMHU
Ha puc. 3 Ta 4.

Tenedounas cetn
obutero NONBIOBAHUA

u secsw [l

Puc. 3
Mockea EkaTepuHOypr
\//\ 2
a |-
VolP (SIP)
&0 B srem
KpacHopap Bonrorpap
Puc. 4

3a3Buyai, [ opraHizallii TeMeKOMYHIKallifHOTO BY3JIy TepMiHAIll BUKO-
PHUCTOBYIOTBH IIPOrpaMHe 3a0e3MeueHHs
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- «Oktell SipGsmGateway», skuii pH BCTaHOBJIEHHI B CEPEIOBHIII
omnepatiitaux cucteM Microsoft Windows posramoByetses B Temi «/Program Files
(x86)/SipGsmGateway». I1e T13 € nporpamMuum 1LT030MY JUIst 3B’S3KYy MiK MO-
oimsauMu GSM?'® — mepexxamm Ta xopmoparusroro ATCY, BEKOpHCTOBYETHCS
JUTSL OpraHi3arlii TosocoBoro 3’exHanHsa Mix mepexkamun GSM u VoIP (mpotokon
SIP). lnro3 BcTaHOBNIOEThCS Ha KoM 'torep 3 Windows. [l migKIFOYeHHS 10
Mmepexi GSM norpioni USB-mMonemu.

Buxopucranns nporpamuoro 3adesneuerns «Oktell SIP-GSM» namgae mox-
JUBICT «ITepedyBarouu 3a MexaMu ogicy, TenedoHyBaTH B OyAb-IKy TOUKY CBITY
3 MOOUTBHOrO TenedoHy 3a TapudaMu BCTAHOBJICHUMH NIPOBANIEPOM Ta ONEPaTo-
pom (abo omeparopamu) CTinbHUKOBOTO 3B’ s13Ky». «Oktell SIP — GSM» mtro3 —
3 BUKOPUCTaHHAM 10 10 KaHaIiB 3B’ 53Ky PO3MOBCIOIKYETHCS OE3KOIITOBHO.

Ile nporpamue 3a6e3neuenns («Oktell SIP— GSM») Mmoxe BUKOpHUCTOBYBATH
HacTymHi mMozaeni moxemiB: Huawei E1550, Huawei E160g, Huawei E173, ZTE
MF180, Huawei E1752C. He BukmtogaeTscs poOoTa i 3 iHIIMMH MOJENSIMH BUPOO-
Huka Huawei.

® 3G manager

Daitn Onepayns MHCTpyMeHT!

& = ih

TMpoguns onepatopa;

Oro MoBunsHeit Besniamnr
Knescap Korpakr

Yo )
HUAWEI
djuice e | -
* life;) o
T ‘ Y ‘
Puc. 5

17" TIporpamue 3a6e3neuenns, OKIMKAHE OPraHi3yBaTH epeaauy Tpadiky Mik pisHUME
Mepexamu. [IporpamMa € poOOYMM IHCTPYMEHTOM CHCTEMHOIO aJMiHICTpaTopa, IO3BOJISIOYH
oMy KOHTpOroBaTH Tpadik i Aii criiBpoOITHUKIB.

18 GSM (ot ma3pammsa rpymisl Groupe Spécial Mobile, mosxe nepermmenosan B Global
System for Mobile Communications) (pycck. CIIC 900) — rioGanbHbIi cTaHaapT HHGPOBOI
MOOMIJIBHOW COTOBOI# CBSI3H, C paszenieHieM kanaioB 1o Bpemenu (TDMA) u yactore (FDMA).

19 ABromarnuHa Tene(OHHA CTAHILis.
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- «3G manager» 3G Modem Manager (nuB. puc. 5) — nporpama st po6o-
1 3 3G Mmogemamu HUAWEI i neskumu moxpensmu MoaeMiB 3G Bijl aBcTpatiiich-
koro BupoOHuka ZTE. 3a nonomoroto mi€i yTuiaiTn MoxxHa HanmamryBatd 3G Mo-
JIeM Ha poOOTy 3 CiM-KapTaMH IHIMHX ONEepaTOpiB CTUTBHUKOBOTO 3B’S3KY, SIKIIO
MozieM He 3a0JIOKOBaHMH (3aJ04eHHiT) Ha anmapaTHoMy piBHI. KpiM 115010 MOXITH-
BO 3aBXXAU 0auuTH piBEHb CHTHAIY Mepexi, BpaXOByBaTH BUTPATH IHTEpHET Tpa-
¢iky, ni3HaTHCS peasibHy IBHAKICT iHTepHET 3G MozieMa, BKIIOYATH 1 BUMHKATH
IHTEepHeT Ha 3g MoJeMi 3a PO3KJIaa0M 3a JOIIOMOTO0 3pyIHOr0 IUIaHyBaJbHUKA. Y
mporpami Bxe 3a0uTi TOYKU AocTymy (APN) omepaTopiB CTUTBHHKOBOTO 3B’SI3KY
Pocii i Ykpainu (beeline, mts, tele2, nts, kyivstar Ta iH.). MoxIuBO B Oyab-sKUHA
MOMEHT Ji3HaTucs OanmaHc Ha ciM-Kaprti, nocaatu USSD-3anmuT Ha HiAKIIOYEHHI
Oynp-sxoi mociyry, BkmodnTH i BUMKHYTH PIN kox Ha SIM-kaptai 3G monmema,
nepenisiaaTi oTpuMani SMS.

- «SipAssistenty (qus. puc. 6) — moxibHa 3a QyHKIIOHATEHUMH 31iOHOCTS-
mu 10 3G Modem Manager, ogHak OJHOYACHE BHKOHAHHS IHOTO MPOrPaMHOIO
3a0e3MeueHHs He PeKOMEHIIOBAHO.

SipAssistent B
Main | Modem | USSD | SMS | Terminal |

| SipGsmServiee Running
. SipGsmForm NOT Rumning | 1
| Open¥PNService Running e

Puc. 6

2. OcobauBocTi BUKOpHCTaHHSI mporpamMHoro 3ade3medyennsi «Oktell
SIP-GSM».

BupoOHukoMm nependadyeHo, 110 KpiM PexUMy MOJEMY 3 BUKOPHCTAHHSIM
o(inifiHOro MporpamMHOro 3a0e3MeUCHHS el IPUCTPIH 03BOJISE 3IHCHIOBATH Te-
nedOoHHI BUKIMKY SK TPH BUKOPHCTaHHI 3BHYAHHOTO CTUTBHHKOBOTO TEPMiHATY
(11 HOTO KOpHCTYBady HEOOXifHA rapHiTypa). Y pa3i BUKOPHCTaHHS Y SKOCTI
SIP GSM nuto3y mporpamHe 3abe3nedenHs SIP cepsepa SipAssistent abo/ra 3G
Modem Manager 37ilicHIOE BUKIIMK Ta MEpEHAIpaBisie ToI0coBi qanHi Mix VolP
Ta GSM-Mepexero.

348



Po3z0in 5. Cydosa xomn tomepro-mexniuna ma mejneKoMyHIKayitina eKxcnepmusa

IIporpama, mo peamizye 3a3HadueHud QyHKioHan Ha3zuBaeTbess Oktell SIP
GSM Gateway. ITporpamuuii o3 npaigoe sik cepsic OC Windows, BUKopHCTO-
BY€E MOXITUBOCTI JpaiiBepy Moaemy (monae ATA KoMaHIM) Ta BUCTYINAE CTAHIAPT-
HuM SIP mutro3om. SipAssistent abo/ra 3G Modem Manager B3aeMoti€ 3 HUM SIK 31
craagaptauM SIP mmmrozom (Generic SIP Gateway), npuiiMarodn i epenarodu ro-
socoBi BUkiuky B GSM Mmepexy 1 Haza.

Huawei Momemu odimiiHO OCTABISIOTECSA B YKpAiHy, 1, OTXKE, 3HAXOAThCS
B «OUTOMY» CITACKY YKpYacTOTHAIIISII, HA BIAMIHY BiJl 6araTboX iHIIMX aHAJIOTid-
HUX TPUCTPOIB. MOXKIIUBO HApOIyBaTH ab0 po3NOAUIATH KibKicTh GSM kaHalliB
MIPOCTUM JOJABaHHIM HOBUX MoJeMiB Huawei. «AmapaTHi» NUTIO3H 3aBXIU HIYTh
3 (hiKCOBAaHMM YHCIIOM IIOPTiB, KPiM TOTO, IIi HOPTH HE MOXKHA «PO3HECTH» B Pi3HI
MICIIA, SIKIIO TOTO BIMArae TOIOJIOT IS MEePEexi.

3. 3mina IMEI nomepiB moaemiB Huawei.

IIpu BusABIeHI cBiUeHb pedaiiry, omepaTopu MOOILTBHOrO 3B’SI3Ky BHOCATH
1o ciporo crucky IMEI Homepn, abo 6mokytots i IMEIL B pesynsrati Mmomem Te-
JIEKOMYHIKAIifHOT cucTeMu pedaiiny He mpalroe. 3a3BUuail, KO HE 3MiHIOBATH
IMEI monemy, 6110KyBaHHSI pOOOTH OIEpaTOpaMu MOOLITBHOTO 3B 3Ky CKIIANIA€ Bif
TPBOX 11i0 A0 Micsma. 3 METOI0 HeNONyIIeHHS OJOKyBaHHSI POOOTH MOJAEMIB, 3710-
BMHCHUKAMHU, 3TIHCHIOEThCA TiepioanyHa nponeaypa 3mian IMEL

Hunst 3minn IMEI B monemax Huawei, 3a3Buuaii, BUKOPHCTOBYETHCS IIPO-
rpamHe 3abesmeueHHs «imei-recovery-template-huawei-e173.exe», abo «imei-
recovery-template-huawei-e1550.exe».

Ipomec 3mian IMEI He cxinagnuii i He BuOarmBuid. [1pu 3amycky mporpaMHo-
ro 3abe3neuenns 3minu IMEI kopuctyBady HEOOXiIHO MOMOIUTHCH 3 JiLEH31IHHUMHA
yrogamu (IUB. puc. 7) MICIsI YOr0 PO3MOYHETHCS HPOIEC 3MIiHU (IIEPEIpPOIIKBH),
SIKUI 3aBEpIIYETHCS MTOBIOMICHHSIM PO YCIilHEe BUKOHAHHS (uB. Prc.8 ta 9).

& Firmware Update Wizard g\i\@

Welcome to Firmware Update Wizard (B427)

This wizard helps you to update the firmware of your Firmware Data Card to
version 11.126.85.00.209

Please read the following license agreement . you must accept the
argreement to continue the update

Huawei Technologies Co., Ltd. END-USER LICENSE AGREEMENT FOR  ~
HUAWEI SOFTWARE

IMPORTANT-READ CAREFULLY: This END-USER License Agreement
['EULA"] is a legal agreement between you (either an individual or a
single entity] and Huawei Technologies Co., Ltd. ["HUAWEI"] for the
HUAWEI Software accompanying this EULA, which includes computer
software and may include associated media, printed materials, and
"'online" or electronic documentation ["SOFTWARE PRODUCT" or

@ | accept the agreement
" 1 don't accept the agreement

Next > Cancel

Puc. 7
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irmware Update Wizard =)

Start Update
The wizard i ready to update your Data Card

Update setting is listed below

Item Context

Communication port COMB

Connection status connected

Current version 11.126.85.00.209

Target version 11.126.85.00.209
355615042482899

I Auto remove the device after update
MOXHO CTaBMTS Faiky, MOXHO He CTABWTb, Ha Balle YCMOTPEHMe,
Click Next to begin updating your Firmware Data Card

Puc. 8

Completing Update Wizard

Firmware Update Wizard

%) Update Success!
\l’) New Yersion: 11.126.85.00.209
IMET: ERROR_IVEL

Click Finish to quit this wizard.

Finish Cancel

Puc. 9

B pasi akruBHOCTI poboTH nporpaMHoro 3abesnedeHus «3G manager» abo
«Oktell SIP-GSM» BuHHKaE MOBITOMIIEHHS PO MOMUIKY (uB. puc. 10).

Searching Device
Please wait while the wizard searches for Data Card

Firmware Update Wizard

Search One of the following reasans may cause the error:
. The data card i not properly connected to PC.

b. Other program s using the data card.

€. You do not have the authority of the administrator.

6 ‘The data card can't be found. Error Code: 2

< Back Next > Cancel

Puc. Ne 10
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ITicnst 3akputTs «3G manager» a6o «Oktell SIP-GSM»y crix 3amycTuTi mporiec
3minn IMEI nosropHo.
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NCCJIEJOBAHUE TEJJEKOMYHUKAIMOHHOT'O OBOPY TOBAHMA
TEPMHUHAIMHU VoIP TPA®UKA (PE@AUINHI'A), IOCTPOEHHOI'O
HA BA3E MOJEMOB HUAWEI

I'. B. Kyno
C. 0. KO0

B npencraBieHHON cTaThe PacCMOTPEHA aKTyalbHas MPoOIeMa KCHEPTHOTO MCCIeo-
BaHMA cUCTeMbI pedaitniara (Tepmunanm VolP Tpaduka), NpUHIUITEI TOCTPOEHHS U Hanbouee
YacTO MCHOIb3yeMoe Ul TaKHX cucteM obopynoBanne. C 3aKOHOAATENIFHON TOYKU 3pEHUs Op-
raHu3anys pedaiiyinara sBisieTcs HapylIeHHEM YCTaHOBIICHHOTO MOPSIKA MapIIpyTH3alul Me-
JKIYTOPOJHUX U MEKITYHAPOJHBIX TeeOHHBIX COSUMHEHHH, YTO IPUBOAUT K CYIIECTBEHHOMY
yiiepOy [UIs OIIepaTopoB CBA3U M, B KOHEYHOM MTOre, K yiepOy rocynapcrsa B BUIAE HEIONOMY-
YEHHBIX HAJIOTOBBIX oT4ynciaeHHH. CyMMapHbIil yiep0 OT MCHOJIb30BAHHS TAKUX CHCTEM MOXKET
OLIEHUBATHCS B MUJUIOHBI JIOJIIAPOB €XKET0IHO.

Ha ceromusmnuii 1eHh B 9KCIIEPTHON MPAKTHKE YKpPAWHBI OTCYTCTBYIOT METOIUKU IS
HCCIIEIOBAHUsI JaHHOTO BUJIA CHCTEM. B ToM umcne Her jake CHCTeMaTU3HUPOBAHHBIX METOJH-
YECKHX MOJXO0J0B K UX MCCICIO0BAHMIO, YTO O0YCIIOBIMBACT aKTyalIbHOCTh CTAThH U €€ MONb3Y B
9KCIIEPTHOM MPAKTHKE U KaK YK€ FOTOBYIO K HPUMEHEHUIO MHCTPYKLHIO 110 MCCIIEIOBAHHIO,
Kak 0a3zy Iyl JajbHEHIIero pa3sBHTHS METOAMYECKUX MOAXOJOB B OTHOLICHHM JAHHOTO BHIA
00BEKTOB HCCIIEIOBAHUIA.

Cratbs 3aTparuBaeT Hambojee ynoTpeOHTensHOe 00opymnoBaHue Ui pedailninara u He
SIBJISICTCSI MOAPOOHON M AeTaNu3upoBaHHOI MHCTpyKuuel. Ho, B To ke BpeMsi, H3JI0XKEHHBIE B
CTaThe NPHHIIUIIBI TO3BOJISIOT SKCIIEPTY € JETKOCTHIO OMPENEIUTHCS C HAPABICHUEM HCCIIEIO-
BaHHUS B Cily4ae, KOr/la Ha UCCIIeJOBaHKE MOCTYNAeT 000pYyI0BaHUE OTIIMYHOE OT OIMCAHHOIO B
JaHHOH cTaThe. He cMOTps Ha TO, YTO ONEepaTops! CBSI3H, CO CBOCH CTOPOHBI, IBITAIOTCS MPOTU-
BOJIEiiCTBOBaTh paboTe cucTeM pedainuHra ¢ Heablo OJIOKMPOBAHUS HMX PabOTHI — 3710-
YMBIIIICHHUKH, CO CBOEH CTOPOHBI, HCIOJIB3YIOT METOBI 00X0/a IPOTHBOJACHCTBUS OIlEpaTo-
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poB. B maHHO# cTaThe pacCMOTPEHBI YAaCTOYIOTPEOUMBIE METOIbI 00XO0/a U OIMHUCAHO HCIIOJb-
3yeMoe JijIst 3TOT0 IPOrpaMMHOE oOecriedeH e i MOAXO0AbI padOThI CHCTEMBI pedaiiinrHra.

Slnpom cucTeMsl pedailiinira sSBIseTCs HePCOHAIBHbBINH KOMIIBIOTED, B IIaMITH KOTOPOTO
OCTAIOTCS ONPEACIEHHBIC CIE/ABl KaK BBI3BAHHBIC PAOOTON CaMOW CHCTEMBI, TaK M OCTABISIEMBIC
3JI0YMBIIIICHHHUKOM, KOTOPBIN €€ 00cmyxuBa. B craTbe W3J10KEHbI TTOIXO0/bI K TIOMCKY U BBISIB-
JICHUIO IaHHBIX CIICIOB.

RESEARCH OF TELECOMMUNICATION EQUIPMENT VolP TERMINATION
OF A TRAFFIC (REFILING) CONSTRUCTED ON THE HUAWEI MODEM BASIS

H. Kutso
S. Yulov

The article deals with the actual problem of expert research of the system of refilling
(termination of VolIP traffic), principles of construction and the equipment most often used for
such systems. From the legislative point of view, the organization of refiling is a violation of the
established procedure for routing long-distance and international telephone connections, which
leads to significant damage for telecom operators and, ultimately, to a state’s damage in the form
of lost tax deductions. The total damage from the use of such systems can be estimated in
millions of dollars annually.

Currently, in the expert practice of Ukraine there are no methods for studying this type of
systems. In particular, there are not even systematized methodological approaches to their
research, which makes the article relevant and useful in expert practice and as a ready-to-use
research manual and as a basis for further development of methodological approaches to this
type of research objects.

The article covers the most common refiling equipment and it is not a detailed
instruction. But, at the same time, the principles stated in the article allow the expert to easily
determine the direction of the research in the case when experts receive for the research the
equipment different from that described in this article. In spite of the fact that communication
operators, for their part, are trying to counteract the work of the refiling systems in order to block
their work — the attackers, for their part, use methods to bypass the operators’ counteraction.
This article discusses commonly used methods of circumvention and describes the software used
and the approaches of the refiling system for this purpose.

The core of the refiling system is a personal computer, in memory of which there are
certain tracks as caused by the operation of the system itself, and left by the attacker who served
it. The article describes the approaches to the search and identification of these tracks.
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