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IHOOPMALIII 3 .
TPAHCMNOPTHUX TENEKOMYHIKALIIMHUX MEPEX

3HammMs iHgbopMauii i3 mpaHCropmMHUX MenekoMyHiKauiliHuUX Mepex — ckriadHa
HeanacHa cnidda (po3wykoea) 0isi, wo ckiadaembcs 3 CyKyrnHocmi MowyKogo-
ni3HasasibHUX, MexHiYHUX ma rnoceioyysarnbHUX rMputiomie, 8 SKili 8aXIUee 3HaYeHHs
mae makmuy4HuUl acriekm. Crid4quli nocniGosHoO supitlye psi0 makmuyHUX 3a80aHb!
8cmanoesoe ideHmucbikauitiHi 03Haku 0cobu abo obriadHaHHsI, 8U3Ha4Yae 8UKOHaaU8,
rornepedHbO 3HaloMUMbCS i3 ompuMaHor iHghopmauiero | eidbupae eaxiugy Onst
po3cridysaHHsi, 3@ HEObXIOHOCMI 3as1yYae crieuiarnicmis, OUIHKE pe3yribmamu ciid4ol
dii. Ompumani Hocii iHgbopmauii mMoxymb 6ymu niddaHi cyd080-€KCrIepmHoOMy
Oocrid)eHHIo Or1s1 ompuUMaHHsI Ho8UX O0Ka3ie.

Knro4oei croea: menekomyHikauitiHi mepexi, i0eHmucbikayiliHi 03HaKu,
iHgbopmavuis.

3HATTS iHdopMaLii 3 TPaAHCMOPTHUX TENEKOMYHIKAUiMHUX Mepex —
OAVH i3 HanedeKTMBHIWIMX CcnocobiB OTPUMAHHSA BiAOMOCTEN, SKUMMU
OOMiHIOIOTBCA 0C0O0M, WO MakTb MPUYETHICTL A0 3rounHy (cT. 263 KIK
Ykpainu). 3asHadeHin aii npucBsAYeHi OOCNIMXKEHHS YKpaiHCbKMX Ta
3apybikHMX KpMMiHaniCTiB i mpouecyanicTiB, 4O SKMX CNig BigHECTM npaui
M. B. barpia, B. |.lanaraHa, €. A.[Joni, €. C. [yboHocogBa,
A. B. 3emcbkoBoi, J1. |. IByeHka, A. B.lweHka, E. ®.lckeHgeposa,
C. B.Jlaepyxina, H.T.JlonyxiHoi, €. [. Jlyk'aHuukosa, B. B.Jlyuuka,
O. WN. Hukudpopuyka, M. A. Moropeukkoro, K. I. NMonoea, M. A. Cam6opa,
B. A. CemeHuoBa, [1. b. Cepreesoi, |. B. Cepseubkoro, €. . Ckynuwa,
B. M. TeptnwHuka, B. I'. YBaposa, K. O. YannuHcekoro, M. €. Lymuna Ta iH.

B nitepaTypi CTOCOBHO 3HATTA iHdopMaLil 3 TpaHCNOPTHUX
TEeNeKOMyHiKauinHMX Mepex» O0BroBOpHOTECS, B OCHOBHOMY, Npobremm
npoLecyarnbHOro BpEryoBaHHSA npouenypu NpoBedeHHS Ta
BUKOPUCTAHHA OTPUMaHUX pe3ynbTaTiB SK [OKa3iB Yy KpuUMiHanbHOMY
npoBamKkeHi. TakTuyHa CTOpOHAa L€l HernacHoi cnig4yoi (po3wykoBoi) Aii
npaBHWKamMK He po3rnsganacb. ToMy mMemoro cmammi € BWUCBITIEHHSA
NpOGNeMHUX MUTaHb TaKTUKM 3HATTA iHopmMauii 3 TPaHCMOPTHUX
TENeKOMYHIKaLinHNX Mepex.
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3HATTS iHdopMaUii 3 TPAHCNOPTHUX TENEKOMYHiKaLiiHUX Mepex —
CKnagHa 3a 3MiCTOM, JOBroCTPOKOBa 3a 4YaCOM, YMCIIEHHA 3a KifbKIiCTIO
yyacHukiB (cnigymin, npaudiBHWK ONepaTtMBHOrO Migpo3diny, TEeXHIYHMN
BMKOHaBEeLb) HernmacHa cnigya (poswykoBa) fid, WO CKnagaetbcsa 3
CYKYMHOCTI MOLUYKOBO-Ni3HABaNbHMX, TEXHIYHMX Ta MOCBigYYBanbHUX
NPUMOMIB, B SKIi MOXHA BUAINUTU NpoLecyanbHWUiA, opraHisauinHun,
TaKTUYHUIN 1 TEXHIYHMI acnekTn. OCHOBHMMU npoLecyansHUMN yMmoBamMm
BKa3aHOi HernacHoi cnig4yoi (po3wyKkoBoi) Ail € npoBedeHHs: nig 4vac
po3crigyBaHHs TSKKMX Ta OCOONMMBO TSKKMX 3MI0YMHIB; 3a yXBasnow
cnigyoro cynni; ynoBHOBaXeHWMUW Migpo3dinamm opraHiB BHYTPILLIHIX
crnpaB Ta opraHiB 6e3nekn; 3a OOPYYEHHSAM CRiA4Yoro, NOro»KeHoro 3
npokypopom (cT. cT. 40, 41, 246, 252, 263 KIK YkpaiHu). TexHiyHa
cknapgosa BKIOYae 3HATTSA iHdbopmauii 3 TPaHCNOPTHUX
TENeKOMYHiKaliHUX Mepex, sike noainsetbcsi Ha: 1) KOHTposfb 3a
TenedOoHHNMN PO3MOBaMM, LLO NOMNSArae y HerrnacHoMy npoOBEeAEeHHI i3
3aCTOCYBaHHAM BiANOBIOHUX TEXHIYHMX 3ac06iB, 30KpemMa BCTAHOBMNEHNX
Ha TenekoMYyHiKaUinHNX Mepexax, CnocTepeXeHHs, Bigbopy Ta dikcauil
3MicTy TeneoHHMX PO3MOB, iHWOT iHpopmaLuii Ta curHanis (SMS, MMS,
daKkCcMMIinbHUI 3B’A30K, MOOEMHWUA 3B’A30K TOLLO), sKi nmepefarnTbes
TeneoOHHNUM KaHanoMm 3B’s3KY, LWO KOHTPOMIETbCH; 2) 3HATTS
iHbopmauii 3 kaHaniB 3B’A3Ky, WO MONdArae y HerracHoMy ofepXXaHHi,
nepeTBOPEHHI i doikcalii i3 3acToCcyBaHHAM TEXHIYHUX 3acobiB, 30Kkpema
BCTAHOBIIEHUX Ha TPAHCMOPTHUX TENeKOMYHiKaUinHUX Mepexax, Y
BiANOBIAHIN bopMi pi3HUX BMAIB cUrHanis, siki nepefalTbCs KaHanamm
3B’'AA3KYy Mepexi IHTepHeT, iHWWX Mepex nepegadi [aHux, LWo
KoHTpontotoTbess [1, n. 1.11.5.1]. Tlig kaHanom 3B’A3Ky pPO3yMieTbCS
TEXHIYHUI KaHan 3B’A3Ky, Wo 3abes3neyye onocepeakoBaHy nepepady
iHpopmaLii Mibx KopecnoHAeHTamMu.

B mexax npouecyarnbHUX BAMOT CAigYUA NNaHye Ta 34INCHIOE MOCTiAO0BHI
opraHizauiMHO-TakTU4HI  3axoau. CnovaTky aHanisylTbCa  MaTepianu
KPUMIHaNbHOrO  MPOBaKEHHsT 3 METOK  BM3HAYEHHs  AOUIMbHOCTI i
MOXIMBOCTI 3HATTS iHCpOpMaLiT 3 TPAHCMOPTHUX TENEKOMYHIKaLIMHUX Mepex
ONsi BCTaHOBMEHHS OOCTaBWH, ki MalTb 3HAYEHHS AOfst KPMMIHANbHOro
npoBampKeHHs1. PakTUYHOI MiACTaBO MPOBEAEHHA UiEl Ail € MOXNMBICTb
OTPUMAaHHA [OKas3iB, SKi CAMOCTIMHO abo B CYKYMHOCTI 3 iHLWIMMK JoKa3amu
MOXYTb MaTu CYTTEBE 3HAYEHHSs AN 3'siCyBaHHS OOCTaBMH 3M0o4MHYy abo
BCTa@HOBIEHHA 0Cib, fki oro BYUMHWAM [2, c. 211]. Ha Haw nornsg, icHye
OeKinbka TUMOBMX CriguMx cuTyauii, siKi BUKITUMKaIOTb HEOOXIOHICTb 3HSATTS
iHbopMaULil 3 TPaHCMOPTHMX TENEKOMYHIKaLIMHNX Mepex:

— nigosploBaHMN MOXe 3B'A3yBaTUCA i3 CBOIMW  CRiflbHUKaMu,
iHWKMK ocobamu;

— noTepninomy nepenbavaeTbCs HafiCnaHHA MNOBIAOMIEHHS Big
3ro4MHUA abo B pobOTy MOro KOMM'IOTEpA MOXIMBE HECAHKLiOHOBaHe
BTPYYaHHS;
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— 3 MNeBHOK 0coboK (poandi, 3HAMOMI, CrMiBYYaACHMKN 37104YUHY)
MOXe 3B’S3aTMCA Mig03POBAHUN, KU 3HAXOOUTBCA Y PO3LLYKY;

— BigOMiI TenegOHHWA HOMEp, EeneKkTPoHHa nowTa Yu  iHuWi
napameTpu agpecaTta, ane ocoba, sika KOPUCTYETbCA KaHanom 3B’a3Ky, He
BCTaHOBMEHa.

MpuAHABWIM  pilLEHHA NpPO MNpOBedeHHa crnigyoi  Ail, cnigyunn
npucTynae OO NnaHyBaHHs Ta 34iACHEHHs 3abeanedyBanbHUX 3axogiB.
Tak, HeobxigHO «igeHTUdiKyBaT aboHEHTa CNOCTEPEXEHHS, TPAHCMOPT-
Hy TeneKOMyHiKaLiiHy Mepexy, KiHueBe obnagHaHHSA, Ha SIKOMy MOXe
3[iMICHIOBATMCA BTPYYaHHSA Yy MpMBaTHE CNinKyBaHHA» (4. 2. cT. 263 KIK
Ykpainun). Cnig BCTaHOBMTM OCOOMMBOCTI  CMiNIKyBaHHs ocobu, ska
CTaHOBUTb IHTEPEeC B [O0CYyQOBOMY poO3chigyBaHHi, 30Kpema KifnbKiCTb
abOHEHTCbKMX HOMEpIB, SIKi BUKOPUCTOBYE ocoba. Baxnueum € To4yHe
BCT@HOBIIEHHS afpecu, HOMepY Ta iHWKX igeHTUdIKaLinHMX O3HakK, sKi
003BONATb  YHiKanNbHO  igeHTMdikyBaTn abOHEHTa CrNOCTEPEXEHHS,
TPaAHCMOPTHY TEeneKOMyHiKauiiHy Mepexy, KiHueBe obnagHaHHs, Ha
AKOMY MOXe 34iNCHIOBaTUCH BTPYYaHHS y MpUBaTHE CifnkyBaHHSA. 3 Ui€to
MEeTOI cnig4yMm npoBOAATbCs cnigvi (po3wykosi) aii abo HapaeTbcs
JOpYYEHHS MPO NPOBEAEHHSA Takux Ain onepaTMBHOMY Niapo3ainy (CT. CT.
40, 41 KIK Ykpainu).

Ona 3’dcyBaHHSA [OOUINbHOCTI 3HATTSA iHoOpMaLil aHanisyetbca
JisiNbHICTb 0cobm (rpynu ocib), Wo CTaHOBWUTL iHTEPEC, 3BaXarun Ha i
0COBUCTI AKOCTi, NOrMsAM, MaHepy NoBefiHKMN, Cnocoby KOMYyHiKau,ii TOLLO.
Y Bunagkax siKLWO B nosie 30py chigydoro abo onepaTtMBHOIO npauiBHUKA
NoTpanmnsie OpraHi3oBaHe 3MOYMHHE YrPyMOBaHHSA, CroyaTKy BM3HAYalTb
cnocobu 3B’sI3Ky, AKMMU KOPUCTYIOTbCH CMINIbHUKW, KaHanu nepegaBaHHs
Ta cnocobu oTpumaHHs iHdopmadii. MNMoTpibHO BpaxosyBaTu, WO ocoba
Moxe Oyt He €OMHMM KOPWUCTyBayeM TereKOMYyHiKauiiHOI mepexi
(aBoHEeHTCbLKOro HOMepy), Hanmpuknag, Npu KOMEeKTVUBHOMY KOPWUCTYBaHHI
3[iMCHIOETLCS 3HATTSA iHopMaLii BUBIPKOBO, nuwe BIAHOCHO OCI6, WO
CcTaHoBnATL iHTepec. O4eBMAHO, WO HELOCTATHE BUBYEHHS 0COOM, LWoa0
SKOT 3OINCHIOETLCA HernacHa crnigya (po3sLwykoBa) fisi, MoXe npuBecTn 4o
HeraTMBHOrO pesynbTaTy.

HacTynHumM 3aBoaHHAM € BU3HAYEHHST YMTOBHOBAaXXEHUX Nigpo3ainis Ta
opraHiB, 3 sikuMuM HeobxigHo Oyae B3aemogidATM nig 4Yac npoBefeHHS
cnigyoi gii. 3HaTTa iHdopMauii 3 TPaHCMOPTHUX TeNeKOMYHiKaUinHNX
MepexX 34INCHIOETLCA NnLe cnevianbHO YNOBHOBaXXEHMMW onepaTUBHUMN
nigpo3ainamm opraHiB BHYTPILLHIX CripaB Ta opraHiB 6e3neku (4. 4 cT. 263
KIMK YkpaiHn) i3 0BOB’A3KOBUM 3anyyeHHsM pecypcCiB Ta MpauiBHUKIB
BiANOBIAHUX NiANPUEMCTB (YCTaHOB), WO HadalTb NOCyrn 3B’s3Ky, SKi B
YCTAHOBMEHOMY 3aKOHOM TMOPSAKY 3 MEeTO BUPIWWEHHA 3aBOaHb
KpMMiHanbHOro  NpoBafKeHHs, 3000B’A3aHi  HagaeBaTM  opraHam
OOCy[oBOro  po3crigyBaHHs  BiJOMOCTIi npo  3'egHaHHs  aboOHeHTIB
TENEeKOMYHIiKauiMHUA  KaHamniB Ta Mepex 6e3 po3kputTs  3MicTy
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noBigomMneHb (iHTepHeT-npoBangepn, onepaTopy MOBINbHOrO 3B’sI3KY
Towo) [3, u. 2 cT. 39].

OTpumaBliM HeoOXigHi  AaHi, cniguum 3a MOrogXEeHHAM 3
NPOKYPOPOM CKIlagae KoMoTaHHA [0 Cnigyoro cygdi Ha OTPUMaHHS
[03BONY Ha 3HATTS iHopMaUil 3 TPaHCNOPTHUX TENEeKOMYHiKaLuinHUX
Mepex, Ta TroTye BignoBigHi CcynpoBogXyBanbHi MaTtepianu. VY
BUHATKOBUX BMMagkax, MOB’A3aHUX 3 PATYBaHHAM XWUTTA nNogen Ta
3anobiraHHAM BYMHEHHS TSHKKOTO abo OCOONMBO TSKKOrO 35104MHY,
npouecyanbHUA 3aKOH [OMycKae MOXIMMBICTb MNovaTtu MNpoBedEeHHS
HernacHoi cnig4yoi (po3wyKkoBoi) Aii 4o oTpuMaHHA go3sony cyay. lMpu
UbOMY, MpOKypop 3000B’Ai3aHMIA  HEeBiAKNagHO  3BepHyTUCA 3
BiANOBIAHUM KMOMOTAHHAM OO CRNigyoro cynfdi, oAHaK SKWO OCTaHHIn
He JacTb [03BOJy, TO po3fnoyaTa HernacHo cnigya (poswykoBa) ais
3HATTSA iHpopMauii 3 TpaHCMOPTHUX TEeNIeKOMYHIKaLiMHUX Mepex
nosuHHa OyTM HeravHO MpunNuMHeHa, a oTpumaHa iHdopmauia -
3HuueHa (ct. 250 KIK Ykpainn).

Micns oTpuMaHHA yxBanu Crnigyoro cyadi Ha 3HATTA iHcopmauii 3
TPaHCMOPTHUX TENEeKOMYHIKaLiMHUX MepeX, chnigunin Hanpasnse ii pasomM
3 JOpPYYEHHAM Ta iHWMMKM MaTepianamu KpUMIHanNbHOro NPOBaXEHHS
(OoBigKKW, BMNUCKM OO0 HaNEXHOCTI KaHamny 3B’si3Ky KOHKpEeTHin ocobi;
BiJOMOCTI WOO0 onepaTopa TenekoMyHikauii; iHWi  O03HaKku,  SKi
iAEHTUDIKYIOTb KiHueBe  obnagHaHHSA TOWO)  YNOBHOBaXEHOMY
onepaTMBHOMY Migpo3ainy Ans nNpoBedeHHs [aHol HermacHoi crnigyvoi
(poswwykoBoi) gii.

B niTepaTtypi 3asHayaeTbCd, WO CAigYMN  O3HAMOMITOETLCA 3
iHopmauieto, 30006yTo0 Mig 4ac 3HATTA iHopMmaLlii 3 TPaHCMOPTHUX
TENEeKOMYHIKaLiNnHNX MepeX TiNbKW MiCns 3aBepLUeHHS HernacHoi crig4yoi
(poswykoBoi) gii [4, c. 149]. MNpakTuka Bupobuna iHWy npoueaypy, Ska He
cynepeyunTb 3aKOHy, ane OonTMMI3ye NPOBEAEHHS CNigyoi Aii. B gopyyeHHi
BKa3yeTbCA MNPO HadaHHA MOXNMBOCTI NepioguyHO O3HaNoMIMBaTUCS
cnigyomMy abo iHWIN 3a3Ha4veHin ocobi 3 iHdopmaLieto, ska OTPUMYETLCS
NPoOTAroM CTPOKY Aii [003BONY Ha nNpoBeAEHHs HermacHoi cnigyoi
(po3wykoBoi) pfii. BukopuctaHHa BKasaHOro MpuUNOMY Mae MO3UTUBHI
Hacnigku.

Mo-nepwe, oOCKiNbkM nuwe cniguuin  (NpauiBHUK  OMepaTyMBHOIO
nigpo3giny), obisHaHuMM Yy MaTepianax KpuMiHanbHOrO MNPOBaMAXEHHS,
pO3yMi€ CMpaBXHi 3MIiCT po3mMoB abo iHLWMX MOBIAOMMEHb MiX
KOopecrnoHAeHTamMu, TO peryndpHe O3HaMoMmeHHs 3  iHopmauieto
[o3Bonde BMObupaTtu i3 3aranbHOro NOTOKY NuLe Ti BiGOMOCTI, AKi MaloTb
3Ha4YeHHA Ons  po3cnigyBaHHA. HakonmyeHa  MpOTAromM  CTPOKY
NpoBedeHHSA HernacHoi cnigyoi (po3wykoBoi) Ail kopucHa iHdopmauis B
KOMMNaKTHOMY BUWKIafi B NofanblUIOMYy BUKNadaeTbCca B npoTokoni. OTxe,
[0 NpoTokony AaHoi Aii 6yayTb BHECEHi nuwe Ti oparMeHTU ChinkyBaHHS,
SKi MICTATb BaXXNMBi ANA KPMMIHANbHOro NPOBaAXKeHHS AaHi.
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Mo-gpyre, cBOeYacHe OTpUMaHHsS iHopmMauii Wwe [0 MOMEHTY
OCTaTOYHOrO CKrnagaHHA NPOTOKOSY A€ MOXNUBICTb CrigdoMy HeranHo
NPUNHATU 3axoam 3 NPOTUAIT 3NMOYMHY, KM BYMHIOETBCS abo roTyeTbes,
NpoBEeCTM iHWI rracHi abo HernacHi cnigyi (poswykosi) aii. Kpim Toro,
nonepeaHiv aHani3 iHdbopmMauii Jae MOXNMBICTb OTpUMAaTK BiOMOCTI Npo
MOXMUMBI HOCIi AO0Ka30Boi iHopMaLLiT Ta X MiCLEe3HaXOIKEHHS (CXOBaHKM,
MiCLisi MOXOBaHHSA Tpyna, ocobu, siki MatoTb HeobXigHi BigOMOCTI TOLW); a
TakoX MpPO XapakTepHi pucu umMx HOCIiB iHdopMmadii (Hanpuknag, npo
3B’A3KN NiJO3PIOBaAHMX, X B3aEMOBIOHOLEHHS 3 iHWUMKW ocobamu i T.n.);
Npo MOXNUBY NOBEAiIHKY YY4aCHMUKIB NpoLecy Ha AonuTtax; Npo Ti AaHi, Ak
MOXYTb OYyTV OTpUMaHi LUASXOM OOCHIMIKEHHS TUX YW iHLWKX HOCIiB. Taki
BiJOMOCTi CrpusitoTb NPaBUIIbHOMY BUOOPY TaKTUYHUKX | TEXHIYHUX 3axoiB
NOLUYKYy Ta AOCHIMKEHHA HOBMX [OKa3iB, @ TaKOX CNpUsOTb OUiHLI BXe
OTpMMaHMX daHux. Ha BigMiHy Big [OKa30BOI, Taka MnonepeaHsi
iHpopMaLis Mae OpiEHTYIOUMI XapakTep.

BukoHaHHA yxBanu cnigyoro cyaai npoBoauTbCA Yy OBa  eTanu:
cnoYvaTKy TeXHiYHVM BMKOHAaBLIEM, NOTIM — OMepaTMBHMM CMiBPOBITHMKOM
abo cnigumMMm nig vac gocnimpkeHHs 3HATOT iHdopmalii. BuBueHHs 3micTy
iHpopMaLii BigOyBaeTbcs, 34ebinblworo, LwWnsxom nepernsgy abo
NpocnyxoByBaHHA iHpopmauii, 3acpikcoBaHoi Ha Hociax. [lig 4ac
O3HaNOMITIEHHS 3 iHdbopmalvieto, 3HATOLO 3 TPaHCNOPTHUX
TEeNeKoMYHIKaUinHNX MepexX, MOXYTb BUHUKHYTWU CUTyaLil, WO BUMaramTb
004aTKOBUX TaKTMYHMX piweHb cnigyoro. Lle cTtocyetbcsi po3amoB Ta
noBigoOMSIEeHb, 3MICT SKMX [LOCTYNMHUMKA Jfvwe neBHuM  haxiBuam.
PosnoBclogxeHum BuMAgKoM € BUKOpUCTaHHA ocobamu  nig  4ac
CMinKyBaHHA iHO3eMHOI MoBW. Llinkom o4eBMaHO, WO 6e3 3anyyeHHs
nepeknagaya iHdopmauia 6yae Hesposyminoto. B. B. KoBaneHko, Bkasye
Ha HeobOXigHICTb B MEBHMX BMNagKkax 3anyyYyeHHsa cneujianicTiB nig 4dac
NpOBEeAEHHSA HernacHuX crnigyunx (poswykosux) gin [4, c. 196-219]. Wopo
NnoBiAOMIIEHb, SAKi nepefarTbCsl TEMNeKOMYHIKaUinHUMK Mepexamn, To
BOHM  MOXyTb  MiCTUTM  iHdopMaLito  (hiHAHCOBO-EKOHOMIYHOrO,
BiINCbKOBOro, TEXHIYHOrO Ta [HLIOrO XapakTepy, 3pO3yMiTU Ky 34aTHUR
daxiBeub Yy BIigMOBIgHIN ranysi. 3 ypaxyBaHHAM TOro, WO MeToau
NpoOBeAEHHA L€l HernmacHoi cnig4oi (po3sLwykoBoi) Aii He nignaraTb
PO3roSIOLLEHHI0, BUKOPUCTAHHA OOMOMOMM cneuianicta, Ha Haw nornsag,
Mae BigbyeBatmca y OpMi  YCHOI KOHCymnbTauii 3a OKpemMumu
dparmeHTamm 3HATOI iHopmaLii 6e3 HagaHHS Ti B noBHOMY 06cs3i.

Micns 3aBeplleHHS CTPOKy [hii yxBanM Ccnigyoro CyAadi CKragaeTbes
MPOTOKON MPO MPOBEAEHHS 3a3HayeHOol HernacHoi Crig4voi (po3LwykoBoi) Aii,
SKiM 3 gopatkaMu  HanpaensieETbCA  CRigyYOMy  ON11 OUIHKM - OTPUMaHMX
pesynbTatis. [lo npoTokony [ony4atMcb J0AAaTKM — HOCi, fKi MIiCTATb
aygiosanucy (00 HUX, SIK NpaBuno, AOAAETLCHA NanepoBi PO3APYKIBKM 3anucis
neperosopis), Bigeosanucu, dotorpadii, cxemm, KOMM'IOTEPHY iHGbopMaLiito Ta
BiIOMOCTI, SKi MOSACHIOKOTE 3MICT npoTokony [1, n. 7.7]. 3MicTOBHa CTOpOHA LiMX
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HOCIiB nomnsirae y 3acBigqeHHi pyxiB, MOBEAIHKM 3MOYMHLIB, KOHKPETHMX MOAiN,
po3mMoB abo MiCTUTb 300paXkeHHs1 [OOKYMEHTIB 4YM  MOBiAOMIEHb, LLO
TpaHcnoBanmcb 3acobammn 38’s3ky. Mu 3rogHi i3 [1. CepreeBoto, L0 BKasaHi
[OOdAaTKN € MEPBUMHHMMM HOCIAIMM  3HATOI 3  TENEKOMYHIKaLNHUX Mepex
iHdopmaLiji, ockinbku 6esnocepedHbO  BigbvBalOTb NpPOLEC NPUBATHOMO
cninkysaHHs. MarHiTHi HOCIT € NepBUHHUM JpKeperioMm 4oKa30Bol iHdopMaLii —
peyoBMMU 0Ka3aMK, a NPOTOKON — MOXiAHMM OOKYMEHTOM Bif aydiosanucy
[2, c. 212—213]. MNpoTokon cnigyoi Aji, 9Kk noxigHe mkepeno iHdopmadyi,
MOBMHEH CIIOBECHO BiATBOPIOBATU (paKTWYHI JaHi B TOMY 1X ckragi i 3MicTi, B
SIKOMY BOHM Oynuv BCTaHOBIIEHI B X0A4i 3HATTS iHdbopmalLlji, TOOTO KoHCTaTyBaTtu
©esnocepenHLO BCTAHOBIEHI B X0OA4i cniayoi il odoctasuHum [6, c. 34].

MMig yac ouiHKKM cnigunn BCTAHOBOE: @) AOMYCTUMICTb Ta HaNeXHicTb
OTPUMaHUX Mig 4Yac MpPOBEAEHHs1 3HATTS iHdopMauii 3 TPaHCMOPTHUX
TEeNeKOMYHiKaUiNHNX Mepex AoKasiB, siki camMoCTiiHO abo B CyKyMnHOCTI 3
iHWWMK JOKasaMyM MOXYTb MaTW CyTTEBE 3HAYEHHS ANnd 3’siCyBaHHSA
obcTtaBMH 3M04YMHY abo BCTAHOBMNEHHsI OCID, HAKi MOro  BYMHUIK
0) 3HaYeHHA OTpuMaHoI iHopMmauii Woao POo3CnigyBaHOro 3Mo4YMHY Ta
BMGip cnocobiB il BUKOPUCTaHHSA Yy NOAANbLUOMY PO3CHiAyBaHHi.

Peanisauis MatepianiB TeXHIYHOMO AOKYMEHTYBaHHA TenedOHHUX
PO3MOB Yy  KPUMiHaNbHOMY  CYAOYMHCTBI  YKpaiHW, Ha  OYMKY
B. . YBapoBa, 34iNCHIOETLCA 3a NeBHUX yMOB. [lo-nepuie, peanisauil
nignsarae Tinbku iHgopmadis, 3adikcoBaHa nig 4Yac 34INCHEHHS 3HATTH
iHpopmauil 3 TEeXHIYHOro KaHany 3B’s3Ky, NPOBEAEHOro Ha 3aKOHHUX
nigcrasax. [lo-gpyre, peanizoByBaTUCb | BMKOPUCTOBYBaTUCb AN
[OKa3yBaHHA Mae nuwe [OCToBipHa iHdopmauisa, 3gobyta  6es
HegonycTuMoro obmexeHHs npae i ceobog noguHu [7, c. 123].

AHanorosi Ta umdposi Hocii iHopmauii MOXyTb ByTU AocnigXeHi
ONs1 BCTAHOBMEHHSA iHWWX [O0Ka30oBMX (akTiB 3 BUKOPUCTAHHSM
crneuianbHMX 3HaHb y opmi CydoBOI ekcnepTusn. Tak, OTOTOXHUTK
ocoby, sika Opana ydacTb Y CRiNKyBaHHi, MOXIMBO 3a i3ndHMMM
napameTpamu rofnocy npu nNpoBeAeHHi eKCnepTu3n Bigeo- 3ByKo3anucy,
32 JIHMBICTUMHUMM O3HAKaMW YCHOFO MOBMEHHSI — MiHIBICTUYHOO
€KCMepTU30 MOBFEHHA, @ 3a O3HaKaMu 30BHILUHOCTI — MOPTPETHO
ekcneptusotn. [8]. OcobnuBe 3HadyeHHA HabyBae Komm'loTepHa Ta
TeneKkoMyHikaljiiHa eKkcnepTuau, 3a [JOMOMOro SKUX BCTAHOBIOETHCS
iHbopmauia y danni, 3akpuTMM  HeBiAOMMM  napornem;  gakT
HecaHKLiOHOBaHOro AOCTyny OO Mepexi; agpeca KopucTyBaya, 3 SKOi
HagicnaHo noBiAOMIIEHHA OO0 0cobu, B MpuBaTHE CifKKyBaHHA KOl
30iACHEHO BTPYyYaHHs, Ta iH. [9, c. 72-74]. OTpumaHa iHopmaLia Moxe
cTatv BUXIOHUMW JAHUMK ONS NPOBEAEHHSI EKOHOMIYHUX, BiIICBKOBUX Ta
iHLUINX CyO0BUX EKCMePTUs.

MpakTnka cBiguYUTb, WO iHGOpMaLis, 3HATaA 3 TPaAHCMOPTHUX Tene-
KOMYHiKaLiNHNX Mepex, A03BONAE oaepXaTu OOCTOBIpHI AaHi He minbKu
npo 0Ci0, NPUYETHUX A0 BUYMHEHOIO 3ITOUMHY, ane n Npo MOXITMBUX C8IOKI8
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NpOTUNPaBHOI MNoAji, NoTepninux, Npo MiCus NPUXOBYBaHHA 3HApPsOb
3M104MHY, NpeaMeTIiB i AOKYMEHTIB, WO MICTATb iHhopMauito npo nepebir
3MOMUHHNX [iA, HEBCTAHOBIIEHI 3B’A3kM Migo3ptoBaHMX OcCi6 Touwlo. 3a
JOMOMOroK 3HATTA iHopmMauii 3 TPaHCMNOPTHUX TeneKOMyHiKauinHnX
MEepeX Hepiako BCTAHOBIOKTbLCA 0CobM, SKi 3HMKNIM GesBicTu, Micus
nepexoByBaHHS OCI0, SIKi 3HAXOAATbLCS B PO3LUYKY, IX 030pPOEHICTb Ta iHLWi
OaHi, Wo MOoXyTb cnpuaTy abo, HaBMaky, NepeLIKkoaXaTth ix 3aTpUMaHHIO.
Martepianu, ogepxaHi B pesynbTaTi 3HATTS iHGopMaLil 3 TPaHCMOPTHUX
TENEeKOMYHIKaUiMHNX MepexX, OatoTb MOXIMBICTb crigdomy abo 3a moro
JOpPYYEHHSIM onepaTMBHOMY Miapo3ainy Ginbl KBanidikoBaHO NPOBOAUTU
iHWi cnigyi (po3wykoB.i) Agii, edekTMBHO peanisoByBaTn OnepaTnBHO-
po3LyKoBY iHGOpMaLiito, CTBOPHOBATU YMOBU AN NPoBeAeHHs 0BLyKy Ta
iHWKWX cnigumx giv [4, c. 151].

3HATTA iHopmaLil 3 TenekoMyHikauilHMX Mepex 3 orngay Ha
OypxnuBMiA PO3BMTOK 3acobiB 3B’A3KY Ta iH(pOPMAaLINHUX TEXHOMOrIN €,
Ha Hally OyMKY, OAHMM i3 HanbinbL nepcnekTUBHMUX 3acobiB po3KpUTTS i
po3cnigyBaHHA 3M04UHIB, 3000yTTs i nepeipkn gokasiB. OTpumaHHs
BiQMOBIAHMX OOKa3iB € [JOCUTb [i€EBUA, @ AEKONN i €O0UHO MOXITMBUIA
npouecyanbHUn  Cnocid, SKAA BUMarae HEYXUIbHOrO AOOTPUMAaHHS
npoLecyarnbHUX BUMOT i peTenbHO NpoayMaHoi TaKTUKN NPOBEOEHHS.
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TAKTUHECKME U OPFAHU3ALUMOHHIE OCOBEHHOCTU CHATUA
MHOOPMALIUN C TPAHCNOPTHbIX TENEKOMMYHUKALIMOHHbIX CETEUN

M. I'. LLlep6akoBCKUI
B. A. KopweHko

CHATMe WHopMauuM C TPaHCMOPTHBIX TENEKOMMYHWUKALWMOHHBLIX CeTen —
OOMH U3 cambIX 3PEKTUBHBIX CMOCOOOB MNOMyYeHUsi CBeOEHWUN, KOTOPbIMU
oOMeHuBaloTCA nuua, UMellme OTHOLWEHME K NPecTynneHuo. YkasaHHoe
HerrmacHoe creicTBeHHOe (PO3bICKHOE) AEWUCTBME B KOTOPOM MOXHO BbIAENUTb
npoueccyanbHbIi, OpPraHW3aUMOHHbIA, TaKTUYECKUMA W  TEXHWYECKUA acneKTbl
COCTOMT M3  COBOKYMHOCTM  MOWCKOBO-NMO3HAaBATENbHbIX, TEXHUYECKUX W
ypocToBepsiiolwmx npvemoB. CyllecTByeT HECKONbKO TUMWYHBIX CeACTBEHHbIX
CUTyauui, KOTOpble BbI3bIBAOT HEOOXOOUMOCTb CHSITUSE  MHcpopmauun ¢
TPAHCMOPTHbIX  TENEKOMMYHUKALUMOHHBIX  CeTel: MNOoAO03PEeBaeMbIi  MOXET
CBA3bIBATbCA CO CBOMMW COOBLLHMKaMW, APYrMMU nnuamu; NOTEpPNeBLUNA MOXET
nonyyatb COOOLLEHMA OT MpecTyrnHuKa; B paboTy KoMMblOTEpa MOTEPMNEBLUEro
BO3MOXHO HECAHKLMOHNPOBAHHOE BMELLATENbCTBO; C OnpeAeneHHbIM NULOM
(pOOCTBEHHUKM, 3HAKOMblE, COYYaCTHUKM MPECTYNMEeHns) MOXeT cBSA3aTbCH
noao3peBaeMblil, KOTOPbIA HAaXOOUTCS B PO3bICKE; M3BECTHbI TeNnedOHHbIN HOMEP,
ANEeKTPOHHasa noyTa unu apyrne napamMeTpbl agpecaTta, HO nuuo, Nonb3ayoLleecs
KaHarnoMm CBsi3W, He YyCTaHOBMNeHo. [na npoBedeHusl CrieCTBEHHOro OEeWCTBUSA
HeobXoOMMO  MaeHTUdMUMpPOBaTb aboHeHTa HabnaeHusl,  TPaHCMOPTHYHO
TENeKOMMYHUKALMOHHYI0 CeTb, KOHeYyHoe obopyadoBaHMe, Ha KOTOPOM MOXET
OCYLLECTBMATECA BMELLATENLCTBO B YacTHoe obueHne. SddeKTUBHBIM NPUEMOM
SABNSIETCST  BO3MOXHOCTb  cnegoBaTenss  Nepuoouveckm  3HAKOMUTbCH  C
WHGpOpMaLUMen, nony4aemMon B Te4YeHue Ccpoka [AeNCTBUS paspelleHus Ha
npoBeAeHMEe HernacHbIX CreacTBeHHbIX (PO3bICKHbIX) OEWCTBUMIA. OTO NO3BONAeT
nonyyYnTb OPUEHTUPYIOLLYID WHOPMaLUo, KoTopasi MOMoraeT HeMearneHHO
NpVHATE Mepbl MO MNPOTUBOAENCTBUIO NPECTYMNMEHUS, COBEPLIAeMOro Wnu
roTOBALLErocs, MpPOBECTM [Jpyrne rfnacHble WM HernacHble CreacTBEHHbIe
(po3bIiCKHbIE) [elicTBUA. B onpegeneHHbix cryyvasix B XOA4e MccrnegoBaHus
UHpOpMaLmM  LierecoobpasHo MpuBMeYvYeHve cneumanucta Ans MNoHMMaHus
co00LLeHWI, coaep)XaHe KOTOPbIX AOCTYMHO TOMbKO OCBEAOMIIEHHbLIM NULAM.

WHdopmaumsa cHATas C TPaHCMOPTHbIX TENeKOMMYHUKAUMOHHBLIX CeTew,
No3BONSAET MOMy4YMTb OOCTOBEPHbIE AaHHbIE HE TOMbKO O NMLUAX, MPUYACTHBbIX K
COBEpPLUEHHOMY MPECTYMMEHUIO, HO U O BO3MOXHbIX CBUAETENSAX, NOTEPMNEBLUNX, O
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MecCTax COKpbITUS Opyaui, NpeaMeToB U LOKYMEHTOB, COAepXKaLLnX MHpopmaLmio
0 XoAde MPecCTyMnHbIX OEeNCTBUIN, HEYCTAHOBIEHHbIE CBA3M MOA403peBaeMbIX NuL U
T.n. MNocne npoBefgeHUss CreACTBEHHOrO AEWCTBUSI aHanoroBble M UudpoBbie
HocuTenn MHdopMauum MoryT ObiTb MCCregoBaHbl Afst YCTAaHOBMEHWUS OpYyrux
JokasaTenbHbiX (PaKTOB C MCMONb30BaHMEM CheuunanbHbIX 3HaHMn B dhopme
cynebHol akcnepTumabl

TACTICAL AND ORGANIZATIONAL FEATURES OF INFORMATION
EXTRACTION FROM BACKHAUL TELECOMMUNICATION NETWORKS

M. Shcherbakovskyi
V. Korshenko

The extraction of information from backhaul telecommunication networks is
one of the most effective ways of obtaining information exchanged by persons
related to a crime. This secret investigative (search) action in which it is possible
to single out procedural, organizational, tactical and technical aspects consists of
a combination of search and cognitive, technical and certifying techniques. There
are several typical investigative situations that cause the need to extract
information from backhaul telecommunication networks: the suspect can contact
his accomplices, other persons; the victim can receive messages from the
criminal; unauthorized interference in victim computer is possible; the wanted
suspect can contact with a certain persons (relatives, acquaintances, accomplices
in the crime); the phone number, e-mail or other parameters of the addressee are
known, but the person using the communication channel is unidentified. To
conduct an investigative action, it is necessary to identify the observation
subscriber, the transport telecommunications network, the final equipment, on
which interference into private communication can be effected. An effective
technique is the investigator's ability to periodically get acquainted with the
information received during the period of validity of the permission to conduct
silent investigative (search) actions. This allows to obtain guidance information
that helps to take measures immediately to counter a crime committed or
preparing, to conduct other vowel or silent investigative (search) actions. In certain
cases, during the examination of information, it is advisable to involve a specialist
in the field, the content of which is accessible only to informed persons.

The information extracted from backhaul telecommunication networks allows
obtaining reliable data not only about the persons involved in the committed crime,
but also about possible withesses, victims, places of concealment means, items
and documents containing information on the course of criminal actions, unrelated
communications of suspects etc. After conducting the investigative action, analog
and digital media can be investigated to establish other evidence using specialized
knowledge in the form of forensic examination.
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