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FORENSIC DATABASES IN POLAND.
LEGAL ISSUES RELATED TO RIGHT TO THE PROTECTION OF
PERSONAL DATA AND RIGHT TO PRIVACY

Forensic databases are crucial resources in criminal justice systems, which allow
for detection and identification of offenders. General Data Protection Regulation and
Police Directive about processing of personal data were enacted in the European
Union in 2016, which implied changes in national law and policy in processing genetic
and biometric data by law enforcements. Therefore, current development of DNA and
fingerprint databases in Poland were revealed and compared to other European
countries. Changes in the law related to processing of genetic and biometric data were
analysed. Issues related to the distinction between different categories of data subject
and retention time of personal data were especially commented in the view of right to
the protection of personal data and right to privacy.

Key words: DNA database, fingerprint database, personal data, genetic data,
privacy.

Formulation of the problem. Forensic databases are important
investigative tools applied by contemporary law enforcement agencies within
criminal justice systems[1]. The development of databases have been
especially noticeable from twenty years due to introduction of DNA analysis in
forensics and implementation of modern information and communication
technologies (ICT), which allows for fast searching data and automated
matching of samples from different sources.

Usually databases contain various data about offences, offenders and
items or traces collected from crime scenes. They allow for typing and
detecting perpetrators, identification of crime tools or items derived from the
crime, establishing links between events, places or persons and forecasting
the development of crime. Samples taken from unidentified persons or corpse
enables establishing their identity. Moreover, samples collected from crime
scene workers (“volunteers”) can be introduced to the database for elimination
purposes [2].
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Analysis of recent research and publications. Central and general
forensic database in Poland is the National Crime Information Centre (in
Polish: Krajowe Centrum Informacji Kryminalnych, KCIK), at which the
following information about persons, activities or items are collected,
processed and transmitted:

—criminal activities (date, place and type of committed crime, legal
classification of the event, reference number of case, authority conducting the
case);

— persons against whom criminal proceedings or operational activities are
conducted;

— items used to commit a crime or lost in connection with the crime;

—entrepreneurs and other subjects, which could have been
used (according to the reasonable suspicion) to commit the crime;

—bank accounts or securities numbers, which could have been
used (according to the reasonable suspicion) to commit the crime or which
could have been used to collect funds derived from the crime;

— other activities of authorities, which are crucial for operational activities
or criminal proceedings.

Detailed data about offenders and crime events in Poland are stored in the
National Police Information System (in Polish: Krajowy System Informacyjny
Policji, KSIP). The system contains information about offenders and their modus
operandi, wanted persons and missing persons, persons registered during actions
of Police or persons with prohibitions or injunctions based on administrative
decisions, drivers with penal points for traffic violations, unidentified persons or
corpse, gun owners and lost weapons, criminal events, items connected with the
crime. The system is integrated with other Police databases and is a source of
personal data for fingerprint and DNA databases. More data about road accidents,
vehicles and drivers are collected in the Road Accidents and Collisions Evidence
System (in Polish:  System Ewidencji Wypadkéw i Kolizji, SEWIK). The
administrator of aforementioned databases is Commander-in-Chief of Police.

Access to information about features of comparative or reference materials
and evidences connected with crimes is crucial issue for proper forensic
examinations. Therefore, databases related to specified type of traces or items
have been successively developed for forensic experts and crime scene
workers. For example, shells and bullets from crime scene, reference weapons
and ammunition, lost weapons are gathered in databases used for
identification of firearms. Some databases are also helpful in detection of
vehicles, i.a. the European Collection of Automotive Paints (EUCAP) and the
Vehicle Identification Number (VIN).

The purpose of the study. The main purpose of the study is to give
analysis of the forensic databases in Poland and to reveal legal issues to right
to the protection of personal data and right to privacy.

Presentation of the main material. DNA and fingerprint databases seem to
be the most important databases for identification of perpetrators, because they
contain personal data and samples directly came from offenders or other persons
involved in crime events (victims, witnesses, residents etc.). Benefits in tackling
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crime and increasing public safety in developing big databases, even included
every resident or visitor in the country (universal DNA registries), are not
completely agreed with civil liberties [3]. Especially collecting of DNA samples and
processing of genetic data are the most susceptible for abuses and risk of
improperly use, because DNA contains information about appearance, personality,
health and origin of the person and family. This allows for phenotyping of
perpetrators, familial searching and criminal profiling. Such databases contain
specific categories of personal data (genetic and biometric data). Processing of the
personal data is strongly associated with fundamental rights —right to the
protection of personal data and right to privacy [4] and other ethical and social
issues [5].

Big changes was made in European law related to the protection of
personal data in 2016. Two important acts for every citizen of European Union
were introduced, i.a. General Data Protection Regulation [6] and so-called
Police Directive about processing of personal data [7], which implied crucial
changes in the national law. Simultaneously number of DNA profiles and
fingerprints has increased in databases in the most of European countries.
Overall information about development of DNA databases in selected
European countries is presented in Table 1 [8-10]. The relative increase of
number of reference profiles was about 15 % for most of the countries.
Nevertheless, more pronounced expansion of DNA database was observed in
some countries (Poland, Greece, Hungary, Norway, and Spain). This indicates
that pressure for efficiency of law enforcements and policy related to
developing forensic databases have not changed too much since 2016.

The aim of the paper is to reveal current situation in Poland in
development of DNA and fingerprint databases. Changes in the law related to
processing of genetic and biometric data are analysed. Issues related to the
distinction between different categories of data subject and retention time of
personal data are especially commented in the view of right to the protection of
personal data and right of privacy.

Table 1

Comparison of development of DNA databases in selected European
countries from 2016 to 2019 [8-10]

Total no. individuals (reference) popuﬁgzgﬁritrl\?uodz din
included in the database the database
Country -
relative
in 2016 in 2018 increas in 2016 in 2018
e
Austria 197 941 230 359 16% 2,28% 2,60%
Czech 0 0 o
Republic 171 519 226 615 32% 1,63% 2,13%
Denmark 112 829 130 662 16% 1,98% 2,25%
Estonia 47 618 54 630 15% 3,62% 4,12%
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Finland 157 303 180 591 15% 2.87% 3.27%
France 3068243 | 3786342 | 23% 4.60% 5,65%
Germany 849 907 871416 3% 1,03% 1,05%
Greece 8 362 14 580 74% 0,08% 0,14%
Hungary 137 661 202 471 4% 140% 2.07%
Norway 66 076 95 525 45% 1.27% 1.79%
Poland 42753 74 841 75% 0,11% 0,20%
Slovakia 51826 68 584 32% 0,96% 1.26%
Slovenia 31003 29 826 4% 1.50% 143%
Spain 319 837 485 760 52% 0.69% 1,03%
Sweden 151 931 163 000 7% 154% 1,59%

Switzerland | 176 758 181 769 3% 2.12% 2.13%
U;ﬂf{,‘gf‘e”s‘; 4691350 | 5491832 | 17% 7.18% 8,24%

Source of data: for 2016 — ENFSI report [8], for 2018 — INTERPOL report [9],
for UK — Home Office statistics [10].

The DNA database in Poland. Polish DNA database was officially
founded in 23 April 2007 due to introduction in the register of databases
containing the personal data, which was operated by the General Inspector for
Personal Data Protection [8]. Nevertheless, Police has already gained right to
collecting, processing and using personal data, including genetic code data for
detection and identification purposes in 19" October 2001 due to amendment
of the Police Act of 6™ April 1990 (article 20 item 2 point 1) [9].

As stated above, changes in the European law of the protection of
personal data have coerced amendments in the national law. Presently, rules
and conditions of processing and exchange of the personal and genetic data
by the Police are specified in article 20 item 1a and articles 21a — 21e of the
Police Act of 6™ April 1990. The law have been entered into a force in 6™
February 2019 in conjunction to alterations provided in Act of 14" December
2018 on the protection of personal data processed in connection with the
prevention and combating of crime (Journal of Laws of 2018, item 125).

The Commander-in-Chief of the Police is administrator of the database.
The database contains results from DNA analysis only from non-coding
regions, personal data of different categories of data subject, which are
presented in Table 2, and biological samples collected from persons (cheek
swabs, blood, hair bulbs or secretions) or corpse (samples of tissues). The aim
of the processing of personal and genetic data is carrying out detection and
elimination activities.

It is worth to underline that regulations allow for acquiring biological
samples (cheek swabs) from officers and employees of the Police, whose take
official activities related to disclosing, securing or examining traces related to
the suspicion of prohibited act (Article 20 item 11 of the Police Act of 6"
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April 1990). The personal data and results from DNA analysis are implemented
in the elimination database, which is crucial for removal contaminated samples
by crime scene workers and laboratory stuff [2]. The processing of such data
can be carried out only for detection and identification.

Table 2

Categories of data subjects processed in Polish DNA database and
conditions for removal of the data

Category of data subject in the
database

Conditions for removal of data from
the database

A | suspects, accused and
convicted persons for offenses
publicly prosecuted

B | juveniles whose acts which are
prohibited as offenses publicly
prosecuted

C | people with mental disorders
posing a threat to the life, health
or sexual freedom of other people
(from the Act of 22" November
2013 on proceedings against
persons with mental disorders
posing a threat to life, health or
sexual freedom of others, Journal
of Laws of 2013, item 2203)

D | foreigners suspected to
terrorist activities (specified in
Article 10 item 1 in Act of 10t
June 2016 on anti-terrorist
activities and on the amendments
to other acts, Journal of Laws of
2016, item 904)

E | unidentified persons

discontinuation of the
due to following

— after
proceedings
circumstances:
— the act has not been committed or no
sufficient grounds to suspect that it the
act has been committed

— the act does not possess the qualities
of a prohibited act

— for a person:

— acquitted by a final court judgment
—is 100 years old

— deceased

F traces of unidentified offenders

—the prescribed statute of limitations
for offence has been lapsed

G | unidentified corpse

— after identification

missing persons

other persons:
for identification of missing person
or unidentified corpse

— person has been found

— place of stay of the person has been
established

— after 55 years from the day of
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with consent of the person commencement of processing in the
database
J | officers and employees of the |- loss of suitability of elimination
Police (whose perform official | —maximum after 5 years from date of

activities related to disclosing, |termination of the business relationship /
securing or examining traces |employment

related to the suspicion of
committed a prohibited act), for
elimination purposes

Totally 129 242 profiles were gathered in the DNA database at the end of
2020. Most of profiles (83%) came from suspects, accused or convicted
persons for publicly prosecuted offenses. The second main source of profiles
in the database is crime scene stains (13,5 %). Other profiles can be
connected with relatives of missing persons (2,2 %), whose provide biological
samples with their consent, unidentified corpse (1,1 %) and missing
persons (0,4 %). The summary data about volume of the DNA database is
presented in Figure 1.

37 546 2814 M suspects

1465 M crime scene (forensic)

W corpse
O unidentified persons
O missing persons

O relatives of missing persons

Fig. 1. Number of profiles of individuals (reference) in the DNA database in 31%
December 2020 (source of data: [13])

Initially the DNA database has been developed very slowly in Poland. After
ten years from the establishing the database only 52 thousand of reference
profiles were uploaded to the database, which corresponds to 0,14 % of
population of Poland. Similarly only 7 thousand of profiles from crime scene
stains were introduced to the database. Nevertheless, an increased expansion
of the database are observed from 2016 (Figure 2). Presently almost 107
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thousand of reference profiles are included in DNA database, which
corresponds to 0,28 % of Polish population. In comparison to other European
countries, especially United Kingdom, the DNA database in Poland is still very
small (see calculations in Table 1).

Low number of reference profiles is main reason of low performance of the
DNA database in Poland (Fig. 3). Performance ratio, calculated as ratio
between person-crime scene (stain) matches and number of persons included
in the database, has reached very low values (0.01), despite an increased
number of reference profiles from 2016 (Fig. 2). This suggests that biological
traces are not efficiently selected from crime scenes or irrelevant profiles are
being added to the database. It is worth to underline that maximise the number
of reference profiles is not direct and one way to improve utility and efficiency
of the database[1]. Other conditions are also important for greater
performance of the DNA database, such as proper collecting of crime scene
stains and uploading only reference profiles from persons, whose could be
really connected to the crime.
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Fig. 2. Changes in number of profiles in the DNA database from 2007 to 2020
(source of data: [13])

Fingerprint databases in Poland. Fingerprint analysis is one of the oldest
identification method, which have been developed within forensic science.
Implementation of reliable and fast automatic systems of processing and
comparing fingerprints allowed for increase utility of such traces in
investigations. Automated Fingerprint Identification Systems (AFIS) provide the
ability to digitally store and search fingerprint images to reveal person identity
and compare fingerprints from individuals with fingerprints collected from
unsolved crimes. It can be done even for very old unsolved cases. Nowadays,
fingerprints connected with the personal data are also considered as primary
biometric data for confirmation of identity for access to restricted areas, places,
electronic systems or financial services.
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AFIS was introduced in Polish forensic practice at the beginning of new
millennium [14]. Presently is one of the daily-routine system utilized for detection
and identification of offenders, missing persons, unidentified persons and corpse.
The rules of fingerprint databases management are defined in articles 21h — 21n of
the Police Act of 6™ April 1990. Fingerprint databases are divided into two parts:

— Central  Fingerprint  Database (in Polish:  Centralna Registratura
Daktyloskopijna, CRD), at which selected personal data and tenprint cards and
palm-print cards are collected;

— Automated Fingerprint Identification System (Automatyczny System
Identyfikacji Daktyloskopijnej, AFIS), at which selected personal data are
processed together with images of fingerprints of known persons, unidentified
persons, missing persons or latent prints.

1000
900
800
700
600
500
400

300

iz§==ﬁi=;iii

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

O relatives - corpse [ person - corpse Otrace -trace M person - trace

number of hits (matches)

Fig. 3. Accumulated number of hits (matches) in the DNA database from 2007-2020
(source of data: [13])

Commander-in-Chief of Police is the administrator of the fingerprints
databases. The databases contain personal and biometric data of different
categories of data subject, which are listed in Table 3. Personal data and
fingerprints should be removed from databases after obtaining ,reliable
information” and when specific conditions are fulfilled (Table 3). The aim of
processing of the personal data and fingerprint images or cards is carrying out
identification (for categories indicated as A-G in Table 3), detection (for
categories indicated as A-D in Table 3) and elimination activities (only for
category J from Table 3).

Fingerprint databases in Poland contain relatively large amount of
biometric data. About 4 million tenprint cards, 357 thousand of palm-print
cards, 101 thousand of fingerprints collected from crime scenes and about 13
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thousand of palmprints from crime scenes were placed in Polish databases at
9" May 2018 [15]. This means that about 10 % of population of Poland were
included in the database.

Similarly, other European countries pose a big fingerprint databases. For
example, United Kingdom fingermarks database (IDENT1) as at March 2018
held about 25 million fingerprint forms relating to above 8 million
individuals (12% of the population) and about 2.25 million of unidentified crime

scene marks [16].

Table 3

Categories of data subjects processed in fingerprint databases and
conditions for removal of the data

Category of data subject in the database Conditions for removal of data

from the database

A suspects, accused and convicted | —after discontinuation of the
persons for offenses publicly | proceedings due to following
prosecuted circumstances:

B | juveniles whose acts which are | —the act has not been committed
prohibited as offenses publicly | or no sufficient grounds to
prosecuted suspect that it the act has been

C | people with mental disorders posing a | committed
threat to the life, health or sexual | —the act does not possess the
freedom of other people (from the Act of | qualities of a prohibited act
22" November 2013 on proceedings | — for a person:
against persons with mental disorders | —acquitted by a final court
posing a threat to life, health or sexual | judgment
freedom of others, Journal of Laws of | — 100 years old
2013, item 2203) — deceased

D | wanted persons

E foreigners suspected to terrorist
activities (specified in Article 10 item 1 in
Act of 10" June 2016 on anti-terrorist
activities and on the amendments to other
acts, Journal of Laws of 2016, item 904)

F foreigners in specific circumstances — for a person:

— with Polish citizenship
— 100 years old
— deceased

G traces which are probably came from | — person has been found

missing persons — place of stay of the person has
been established
— after 55 years from the day of
commencement of processing in
the database

H latent prints (traces of unidentified | —the prescribed statute of
offenders) limitations for offence has been

lapsed
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| unidentified persons or corpse,
persons whose want to hide their
identity

J officers and employees of the Police | — loss of suitability of elimination
(whose perform official activities related | — maximum after 5 years from
to disclosing, securing or examining | date of termination of the
traces related to the suspicion of | business relationship /
committed a prohibited act), for | employment

elimination purposes

About 300 thousand of tenprint cards were uploaded to the database
annually until 2006 (Figure 4). Nevertheless, article 20 of the Police Act, which
was legal basis for processing data by the Police, was recognized by the
Constitutional Tribunal as inconsistent with article 51 item 2 in connection with
article 31 item 3 of the Constitution of Poland, because conditions of collection
of information from suspects and type of information for processing were not
specified properly [17]. The judgment forced changes in the law and article 20
item 2c was introduced to the Police Act. Thus, collection of the information,
including the personal data of suspects, was prohibited if they were not useful
for detection, identification, obtaining evidence in the conducted proceedings.
This leaded to enormous reduction of annual submissions of reference
fingerprints in 2008 and next years (Fig. 4), because law enforcements were
allowed to collect tenprint cards from suspects only if latent prints were
recovered during crime scene investigation in case related to the suspect.

400 000
O submitted
350000 311495 H
- Odeleted
300 000 276301
250 000
200 000
149049
150 000
100000 62361 62552
51474 52240 57705 56482

50000 38731 37178 35720 35331 H_\‘ : ’_L H» FL

1 12¢ 1 A7 1490 5104 367 11111 3 8(784 2la36 2(333

P N N K N s S e B O

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

Fig. 4. Number of annual submissions and deletions of reference fingerprint from 2004
to 2017 (source of data: [15])

The barrier in collecting tenprint cards from suspects was removed through
implementation of Directive (EU) 2016/680 [7] by act of 14" December 2018 on the
protection of personal data processed in connection with the prevention and
combating of crime. Presently the collecting of information, including personal or
biometric data, is prohibited if the data will be not useful for detection, identification or
to obtain the evidence (in accordance with article 20 item 2c of the Police Act). It
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means that collecting of reference fingerprints is allowed if they potentially can be
used for detection, identification or obtaining the evidence. The amendment should
increase submissions of tenprint cards to the database from 2019.

Number of cold hits, defined as a match between known person of
offender (tenprint card) and fingerprint recovered from crime scene, from 2002
to 2007 and from 2014 to 2017 in the Polish fingerprint databases are
presented in Figure 5. About three thousands of matches are provided
annually in last years. It is clearly visible that the number of cold hits were
reduced about 2000 hits annually after 2007 (Fig. 5), which is connected with
lower amount of tenprint cards submitted to the database (Fig. 4). It confirms
that database’s performance in terms of person-trace matches is not always
linked directly to size of the database. Crucial issue is permanent updating the
database by tenprint cards collected from suspects.

6000

5435

5000 4544 4527
4028 3963
4000 5443
2923

3000 2525 2559 2700
2001
100

0

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017

number of hits (matches)
o

S

Fig. 5. Annual number of hits (matches) in fingerprint databases from 2002-2017
(source of data: [18])

Moreover, by comparing the performance with the proportion of the
population included in databases it can be concluded that fingerprint database
is less effective than the DNA database.

Legal and ethical constrains of the processing of genetic and
biometric data.

The DNA is very suitable for identification of offenders, but also it is huge
resource of information about appearance, personality, health and
origin (ethnic and genealogy) of the person and his relatives. Risks with the
expansion of DNA databases were highlighted some years ago, especially in
scientific papers from US and UK [3-5, 19], due to fast and large increase in
the number of reference profiles in the DNA database. The current progress in
using familial searching and phenotyping as an investigative tool and
development of medical databases or biometric databases of foreigners
caused that the following issues are more pronounced:

— obtaining and retaining DNA profiles and samples from innocent persons
without having their consent;
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— selective sampling of the population, that is ethnic biases in the DNA
database [20];

— violation of the privacy and stigmatisation of close relatives (i.a. parents,
siblings, children) of person who is in the database through searching potential
suspects by partial matches of DNA profiles (familial searching);

— the risk of using the DNA database contrary to its intended purpose by
law enforcements, that is beyond the investigation and detection of crime and
identification of perpetrators;

—the individual's lack of control over storage, processing and using
information from DNA analysis, because there is a risk that the access will be
transmitted to public officials other than law enforcement or even to private
sector (e.g. medical or pharmaceutical companies, insurance companies,
employers, scientific institutions);

— the personal data are easily shared which allows for integration of the
DNA database with biometric systems or medical records; Such large-scale
genetic database can be used for surveillance of citizens;

— function creep, that is gradually widening of purposes for which DNA
profiles and samples were collected and processed due to the technological
innovation; In future biological samples stored in the database can be a source
of more detailed information about person and his behaviour, for example for
searching patterns of criminal, violent or “antisocial” behaviour (behavioural
genetics). The gathered information can be potentially used for imposing legal
restrictions or more intense activities (for example for an introduction of a
curator, police surveillance, eviction from the home or arrest) in relation to
persons with “bad” genes, especially for preventing home abuse.

The processing of fingerprints in databases is not so doubtful, because they
provide only information about a person identity. This assumption is only partly true,
because some general correlations were revealed between structure of
fingerprints (type of print and minutiae) and job, gender and some morphological
features (height, structure of the body and colour of eye, hair and skin) [22, pp. 162-
181]. Additionally some regularities were observed for ancestry [22, pp. 271-280]
and selected pathologies [23, 24]. Nevertheless, research on using fingerprints
beyond identification of persons was performed before implementation of DNA
analysis in forensics and presently such approach is not applied in the practice.

Taking into account the mentioned concerns with expansion of DNA
database it can be stated that precise regulations about processing of the
personal data and maintenance of the database are necessary to ensure the
balance between benefits for criminal justice systems and rights of the society.
The legislator should specify at least the following issues:

— public bodies authorized and responsible for processing of the data;

— type of collected and processed data (samples or only profiles);

— purposes of collecting and processing of the data;

— categories of subjects, whose the data can be processed;

— retention time of processing of the data.

The European Convention of Human Rights statutes in article 8 that
everyone has the right to respect for his private and family life, his home and
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his correspondence. Some interferences in the right to privacy by a public
authority can be exceptionally introduces in the law if they are necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime, for
the protection of health or morals, or for the protection of the rights and
freedoms of others.

More requirements for proper legislation about processing the personal
and genetic data are given in Directive (EU) 2016/680 [7]. According to article
4 item 1 of the Directive the personal data should be:

a) processed lawfully and fairly;

b) collected for specified, explicit and legitimate purposes and not
processed in a manner that is incompatible with those purposes;

c) adequate, relevant and not excessive in relation to the purposes for
which they are processed;

d) accurate and, where necessary, kept up to date; every reasonable step must
be taken to ensure that personal data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay;

e) kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which they are processed;

f) processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing and
against accidental loss, destruction or damage, using appropriate technical or
organisational measures.

As stated above, the Directive was implemented in Poland through Act of
14" December 2018 on the protection of personal data processed in
connection with the prevention and combating of crime. The Act altered
provisions in the Police Act for collecting samples and processing the personal
data in the DNA database and fingerprints databases. Generally provisions
can be rated as mostly sufficient, especially in comparison to former legal
state. The Commander-in-Chief of the Police is controller (administrator) of the
DNA database and fingerprint databases (articles 21a and 21h of the Police
Act). Police units, other forces and public authorities, which delivered the
personal data to the database, are obliged to assess purpose of processing of
the data and indicate if they should be deleted as redundant (article 21e and
21e of the Police Act). The assessment should be perform at least every ten
years from taking, obtaining, collecting or updating the data. Type of personal
data and samples (tenprint and palm-print cards, specified biological samples)
were given in articles 21a and 21h of the Police Act. Similarly, the purposes of
collecting and processing of the data in specified databases were
stated (articles 21d and 21k of the Police Act).

The most debatable issues for preserving the right to privacy and the right
to protection of personal data are categories of subjects and retention time of
processing of the data. As summarized in Tables 2 and 3, categories of
subjects whose the personal data and samples can be included and processed
in the database were specified in article 21a item 2 and article 21h item 2 of
the Police Act. The direction of the development of databases in Poland can
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be assessed properly, because provisions allow to establish the elimination
databases and searching the missing person or identifying corpse through
DNA profiles of other persons (with consent of the person).

Nevertheless, analysis of the provisions of retention time for some
categories of subjects clearly shows that some of them are not agreed with the
Directive (EU) 2016/680 [7]. It was stated in the Act that the personal data and
samples will be processed for various of categories of subjects, i.a. for
suspects, accused and convicted persons for offenses publicly
prosecuted (Tables 2 and 3), until they are 100 years old. It should be
underlined that similar retention times were specified for juveniles whose acts
which were prohibited as offenses publicly prosecuted. This means that
processing of the data for such persons will be permanent.

Another issue is a general provision for removing the personal data and
fingerprints from databases. According to article 211 item 4 of the Police Act
the data is removed after obtaining ,reliable information”. However it is not
specified in the law what kind of information should be assessed as “reliable”
to stop processing of the data. Thus too much freedom was left for law
enforcements in taking the decision about erasure the data.

Therefore, the retention time is not appropriately established in the view of
article 5 of the Directive (EU) 2016/680 [7] and violated the right to privacy.
There is no reason for collecting and processing biometric and genetic data for
whole life of the person. It could be possibly justified exceptionally for
perpetrators of violent crimes against life or health or sex offenders. For other
perpetrators retention time should be strictly correlated with type of the offence
and the personal data should be deleted from the database after expunction of
the sentence.

Conclusions. Various forensic databases were established in Poland
which are necessary for law enforcements in daily-routine practice. Analysis of
number of individuals included in the DNA database showed that it is still
small, but volume of the database has doubled from 2015. The fingerprint
databases in Poland are relatively large, but number of cold hits were reduced
in recent years due to limited collecting of tenprint cards from suspects. It
clearly shows that the performance of database is connected with its size, but
also with permanent uploading crime scene stains and reference profiles from
persons, whose could be really connected to the crime.

General Data Protection Regulation and the Directive (EU) 2016/680
implied changes in national law and policy in processing the genetic and
biometric data by law enforcements. Provisions in the Police Act can be
generally assessed as suitable, especially in comparison to former legal state.
Different categories of data subject and retention time of personal data were
specified. Nevertheless, some regulations about retention time of the data are
not agreed with the right to privacy and right to the protection of personal data,
because processing of the data collected from several categories of subjects
will be permanent.
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CyaoBI BA3U OAHUX B MNMOJbLLI. MPABOBI MUTAHHA, LWWO
CTOCYIOTbCA NMPABA HA 3AXUCT NEPCOHAJIbHUX OAHUX | NPABA
HA KOH®IOEHUIUHICTb

L. Bink

Y cTaTTi aHani3yrTbCA OCHOBHI CyfoBi 6a3n AaHuX, siki Ha OAaHWUI MOMEHT ic-
HytoTb B MNMonbLi. BkasyeTbes, Wo po3BMTok 6a3 gaHMX cTano ocobnmBo NOMITHUM
3a OCTaHHi OBafuATb POKIB 3aBAsdkM BnpoBampkeHH adanisy AHK B cymoso-
MeaUYHYy eKcrnepTuay i BNPOBaAXEHHIO CyYacHUX iHPOPMAaLUINHUX Ta KOMYHiKauin-
HWX TEXHOMOrIN, SKi AO3BONATL 34INCHIOBATU LUBMAKUIA NOLIYK AaHUX | aBTOMaTK-
YHe CMiBCTaBMNEHHSA 3pa3KiB 3 Pi3HNX XXepern.

[aeTbcs xapakTepuctvka 6a3 gaHux cygoBOi eKcnepTuan, siki HeobxigHi npa-
BOOXOPOHHMM OpraHam Yy MOBCSAKAEHHIN npakTuui 1, BianoBigHo, cTBOpeHi B [onb-
wi. AHani3 kinbkocTi oci6, BknoveHnx B 6a3y aaHux [HK, nokasas, o BOHa BCe
LLle HeBenuka, ane obcsar 6asn gaHux 36inbWMBCA BABIYI NopiBHAHO 3 2015 pokom.
Bbasu aaHux BinbuTkiB Nanbuie B MNonblui BiAHOCHO BeNWKi, ane KinbkicTb 3BepPHEHb
cKkopoTMnacs B OCTaHHI pokM 3-3a obmexeHoro 36opy kapTok 3 Bigbutkamu nanbLis
BiA nigo3ptoBaHmx. Lle AcHO nokasye, Lo NpoayKTUBHICTL 6a3u faHMx noe’sidaHa 3
I po3MipoM, @ TakoX 3 NOCTINHUM 3aBaHTaXEHHSAM MAsM 3 MiCUst 3MOYMHY i OOBIA-
KOBUX NpoginiB ocib, ski 4iNcHO Mornu 6yTy NOB’si3aHi 3i 3N0YMHOM.

Y craTTi BKasyeTbcs, Lo 6a3v AaHMX Cy0BOI EKCNepTU3N € HaNBaXKIMBILLUMM pe-
cypcamy B cUCTEMax KpMMIHANbLHOro NpaBoCyAas, siki 4O3BONSATbL BUSIBNSATY Ta iaeH-
TUiKyBaTU 3MOYMHLIB. 3aranbHuii pernameHT LWOoAOo 3axmcTy AaHuX i vupekTvrea noni-
Lii npo 06pobKy nepcoHanbHNX AaHnx 6ynu NpunHATI B €BponencbkomMy Cotosi B 2016
poui, Lo Mae Ha yBa3si 3MiHM B HaLjoHanbHOMY 3aKOHOAABCTBI Ta NoniTvui B obnacTi
06pOBKN reHeTUYHMX | BIOMETPUYHMX JaHUX NPABOOXOPOHHUMUK OpraHamu. Takvm Yu-
HOM, MOTOYHMI po3BuTOK 6a3 gaHux [HK i BinbuTtkie nansuis B MNonbLui 6yno BusiBrneHo
i 3iCTaBnNeHO 3 iHWKUMKN €BPOMNENCHKMMN KpaiHamu. [1poaHanisoBaHO 3MiHW B 3aKOHi,
NnoB’s3aHi 3 0BPOBKOID reHETUYHNX | BioMeTpruHMX AaHux. MNuTaHHNA, NoB’a3aHi 3 pos-
XOOXKEHHSIM MiX Pi3HUMM KaTeropiaMmun cyb’ekTiB gaHux i TepMiHOM 36epiraHHs nepco-
HanbHUX AaHUX, MPOKOMEHTOBAHI 3 TOYKM 30py MpaBa Ha 3axMCT NepcoHanbHUX OaHWX
i NpaBa Ha HeQOTOPKAHHICTb NMPUBATHOIO XUTTSI.

KnwouoBi cnoBa: 6a3a gaHux OHK, 6asa gaHux BigbutkiB nanbuis, ocobucTi
[aHi, reHeTUYHi AaHi, KOHIAEHUINHICTb.

CYOEBHbLIE BA3bl AHHbLIX B MOJIbLUE. MPABOBbIE BOIMNPOCHI,
KACAIOLWMECSH NMPABA HA 3ALLUUTY NEPCOHAJIBbHbLIX OAHHbIX U
NPABA HA KOHOUWOEHUWAIIBHOCTb

0. Bunk

B cratbe aHanuanpyTcsi OCHOBHblE cyaebHble Gasbl AaHHbIX, KOTOpble Ha
AaHHbIN MOMEHT cyLLecTBYtOT B [Monblue. YkasbiBaeTcs, YTO pa3BuTue 6a3 AaHHbIX
cTano ocobeHHO 3amMeTHbIM 3a nocregHue Apaguatb net 6narogapsi BHeAPEHNUO
aHanu3a [OHK B cynebGHO-MeanumMHCKYI0 SKCNepTu3y U BHEAPEHUIO COBPEMEHHbIX
NHAOPMALIMOHHBIX Y KOMMYHUKALMOHHBLIX TEXHOMOMMI, KOTOpble MO3BOMSAIOT OCY-
LLLeCTBNATb ObICTPbIA NOUCK AaHHBIX M aBTOMaTU4eCKoe COornocTaBneHne obpasuos
13 pasHbIX UICTOYHMKOB.
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[aeTtca xapaktepuctka 6a3 gaHHbIX cynebHOWM aKcnepTusbl, KOTopble HEoOXo-
OVMbl MPaBOOXPaHUTENbHBIM OpraHam B NOBCEOHEBHOW NPaKTUKE U COOTBETCTBEHHO
co3naHbl B lNMonbLie. AHanu3 KonuyecTsa nu, BKIOYEHHbIX B 6a3y aaHHbIx JHK, no-
Kasan, 4To oHa Bce elle Hebonbluas, HoO 06beM 6a3bl AaHHbIX YBENUYUIICA BABOE MO
cpaBHeHuto ¢ 2015 rogom. Basbl gaHHbIX oTnevaTkoB nanbueB B [lonblie OTHOCK-
TeNbHO BENMKM, HO KONMMYECTBO OOpAaLLEHWIA COKpaTMIIOCh B NOcCnedHue rodbl us-3a
orpaHM4eHHoro cbopa kapTodek C oTneyaTkamy narbueB OT Mogo3peBaeMblX. ITO
SICHO NOKa3blBaET, YTO NPOM3BOAUTENBHOCTL Ba3bl AaHHbIX CBSI3aHa C ee pa3MepomM, a
TaKKe C NMOCTOSIHHOWM 3arpy3Kom NATEH C MecTa NPECTYNMeHUs U CnpaBoYHbIX Npodn-
nen nuL, KoTopble AeUCTBUTENBHO MO ObITh CBSA3aHbI C MPECTYNNEHNEM.

B crtatbe ykasbiBaeTcs, 4To 6a3bl AaHHbIX cyaebHOM akcnepTu3bl SBNSAKTCA
BaXXHENLUMMM pecypcamMu B CMCTEMAX YrorloBHOMO MpaBOCyausl, KOTOpble MO3BO-
NS0T 06HapyxuBaTb U naeHTUULMpoBaTb NpPecTynHukoB. OBLWMIA pernameHT no
3awmTe gaHHbiX U OupektnBa nonuumm o6 obpaboTke nepcoHanbHbIX OaHHbIX
Obinn npuHsTel B EBponenckom Cotoze B 2016 rogy, 4to nogpasymeBaeT U3MEHe-
HUS B HaUMOHAaNbHOM 3aKoHo4aTenbCTBE U NonuTUKe B obnactn obpaboTkn reHe-
TUYECKMX U BUOMETPUYECKUX AaHHbIX MPaBOOXPaHUTENbHbIMU OpraHamu. Takum
obpasom, Tekyllee passutme 6a3 gaHHbix JHK n otneyaTkoB nanbues B lMonblie
ObINO BbISIBMEHO M COMOCTAaBMEHO C APYIMMW €BPONeENCKUMN cTpaHamu. NpoaHa-
NN3MPOBaHbl U3MEHEHUs] B 3aKOHEe, CBA3aHHble C OOpabOoTKOM reHeTU4ecKux u
OvomMeTpnyecknx OaHHbIX. Bonpockl, CBA3aHHbIE C pasnuuMeM Mexay pasnuy-
HbIMW KaTeropmsiMm cyOBbEKTOB AaHHbIX M CPOKOM XpaHEHWUsl MepcoHarnbHbIX AaH-
HbIX, MPOKOMMEHTUPOBAHbI C TOYKM 3pEeHUs NpaBa Ha 3alUnUTy NepcoHanbHbIX AaH-
HbIX 1 NpaBa Ha HEMPUKOCHOBEHHOCTb YaCTHOW XKMN3HU.

KnroueBble cnoBa: 6a3a gaHHbix [HK, 6a3a gaHHbIX oTneyaTKoB ManbLeEB,
NNYHbIE AaHHble, TEHETUYECKNEe OaHHble, KOHPUAEHLMANbHOCTb.
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