Po3din 3. KpumiHanicmuyHi sudu cydosux ekcriepmus

3TOM WCCredoBaHUM U3y4anoch BIMSIHUE 3MOLMIA OBBUHSEMOTO, BbIPXKEHHbIX B NO-
xogke n otobpaxkaembIx Ha BUAEO3aN1CK, Ha NPUHATUE PELUEHUA Kornnernen npucsx-
HbIMW. Buaeosanmcb XoasaLwero My>kumHbl, 3obpaxaroLlas OgHy U3 YeTblpex 3MOLMI
(rHeB, cTpax, cyacTbe UM ropaoCcTb) UM HENTparibHoe SMOLMOHANbHOe COCTOsIHUE,
Obina npeacrtaeneHa 100 nceBOoO-NPUCSXHBIM BMECTE C KOHTEKCTHON MHpopMaumei.
WX nonpocunu onpeaenuThb, Kakue 3MOLMK, MO X MHEHUIO, N300paxaeT XoAs4mn, N nx
YBEPEHHOCTb B 3TOM OTOXAecTBreHun. CTemneHb aMnatuM M CYXAEHVUs MceBOo-
NPUCSXKHBIX MO Aeny OLEeHVMBAanvChb C NMOMOLLLIO aHKeTbl. PesynbTaTthl uccnegosaHus
MOKa3bIBatoT, YTO AMOLMK, KOTOPbIE N300padkaeT dhurypa Ha pparmeHTe BMaeo3anmcuy,
MoryT ObITb naeHTUdMUMpoBaHbl Habntogatenamu. Kpome Toro, pesynbraTtbl Mo-
KasbIBaloT, YTO 3Ta MHAOPMaLMA HEABHO MCnonb3yeTca Habnoaatensamu ans oboc-
HOBaHWsA COYYBCTBUSA U cyxaeHun. OgHako pesynbTaThl Takke NpeanonaraioT Bapua-
H6enbHOCTb B cnocobHocT  HabniogaTtenelr TOYHO  ONUCHIBaTb  MOMYyYEHHYH
nHpopmaumio. MNoatomy HeobxooyMo BHUMATENBLHO PACCMOTPETb BO3MOXHblE MOC-
neacTBUsi BOCMIPOM3BEAEeHVA BUaeo3anmucy B Cyae 1 nocnegyollee BnnsHue Ha npu-
HATUE peLLEeHNs Konnernen NPUCSXHbIX.

KnioueBble cnoBa: noxofgka, BOCNPUATME 3MOLWA, NPUHATUE PELLEeHUs KO-
nnernemn NPUCSXHbIX.
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OPTICAL PROFILOMETRY AS A METHOD FOR DETECTING
INDENTED WRITING

The current methodology for indented writing detection involves electrostatic
detection apparatus (ESDA) processing and oblique light. While commonly used in
forensics analysis, ESDA has several drawbacks, including its unsuitability for
documents of certain shapes and densities, the damage it occasionally causes to
evidence, its need for prior humidification in order to process documents, and the
ozone it creates. In this study we evaluated optical profilometry as an alternative to
ESDA. We tested several optical profilometer brands and showed their capacity for

493



Kpuminanicmuka i cydosa ekcriepmus3a. Burnyck 66

detecting very slight indentations, even to the magnitude of 8um. We also obtained
the clear resolution of a 3D image of this writing.

Key words: forensic science, indented writing, optical profilometer, questioned
document examination.

Introduction. When sheets of paper are in direct or indirect contact with each
other, writing on the top sheet can produce indented writing on the sheets below.
The current standard procedure for examining documents for indented writing is to
first view the documents with oblique light. If indentations are not observed, the
documents are then examined using electrostatic detection apparatus (ESDA) [1].

ESDA is commonly assumed to be a straightforward, non-destructive
technique suitable for the examination of any kind of document, but this
assumption has been proven untrue. Several factors including size, shape,
density, and condition make a document unsuitable for the ESDA procedure.
Cardboard, books, and large file folders are just a few examples of documents
for which ESDA is less useful. Furthermore, when examining a stack of paper,
the capacity of ESDA to detect indented writing drops drastically for each layer
beneath the top sheet.

But even when a document is suitable for evaluation by ESDA,
optimization of the procedure is challenging. For example, optimal detection of
latent pressure patterns of writing requires humidification of the document to a
high level of humidity (60 %< RH) [2].

Another concern is that contrary to common belief, the ESDA process may
damage the exhibits under certain circumstances. When processing
documents that contain original pencil writing, a small amount of the pencil
writing is sometimes transferred from the paper to the back of the polymer film
that is used in the ESDA process [3], thus destroying the evidence.

Finally, it has been discovered that the use of ESDA creates ozone [4],
which can cause respiratory irritation and breathing difficulty. Continuous use
of ESDA can generate ozone concentrations that will exceed the permissible
exposure limit mandated by the Occupational Safety and Health
Administration. Along with ozone from the corona, produced during the
development process, toner particles are released into the environment,
especially when using the Cascade Developer method, which is considered
qualitatively better than other methods [5]. These health concerns encouraged
a company named Attestor Forensics to develop the Toner Particulate and
Ozone Reduction System TORnado SF91 to reduce these dangers [5; 6].

Due to all the concerns mentioned above, there has long been the need to
develop an alternative method for the examination of indented writing [7].

Unlike ESDA, optical profilometry is an absolutely non-destructive method
because it uses light to obtain surface morphology, step heights and surface
roughness. It can be done on a single point, as a line scan or even a full three-
dimensional scan. Optical profilometry was already successfully demonstrated
in 2006 for a different purpose of questioned documents examination, that of
determining the sequence of homogenous crossing lines [8].

494



Po3din 3. KpumiHanicmuyHi sudu cydosux ekcriepmus

This paper evaluates the use of profilometry as a non-destructive method
for the detection of indented writing, focusing on the capacity of profilometry to
detect discreet indentations beyond what is currently possible.

Experimental. A survey of optical profilometers was conducted to preliminarily
examine the technology’s potential for the detection of indented writing. Several
companies were approached to conduct a proof-of-concept experiment
demonstrating the capabilities of their profilometers. Due to the broad nature of this
study, it was impossible to completely standardize the protocol, and participating
companies were enabled to perform their own variation of the experiment using
different equipment settings. However, the main experimental parameters were
the same. Each company created a mark or a writing with a pen on a pile of
papers, then examined the layers beneath the written page with their optical
profilometer. All tested profilometers are listed in Table 1.

Table 1.

The tested profilometers

# Model and brand

Bruker ContourLS-K 3D

Bruker Contour GT

Sensofar S-neox

Novacam Technologies Inc. Microcam-3D, 2-
Axis Profilometer

Zygo ZeGage

Zygo NewView

Nanovea HS2000 3D Profilometer

Zygo ZeGage Pro HR

NG A (WIN|=

Results and discussion.

1. Bruker ContourLS-K 3D

The Bruker ContourLS-K 3D experiment was run on a sample consisting
of four layers of standard white printer paper, with a dot on the top page that
was drawn with a ballpoint pen. Every layer —the top page and the 3
subsequent layers —was scanned with the optical profilometer using an
objective of 10x. The experiment setup can be seen on Fig. 1.

area

Fig. 1. Bruker ContourLS-K 3D with the dots that were used for the experiment
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On each page, a 3D topographical image of the indented dot was
analyzed, with a height profile given for the X and Y axes. The recorded
heights of the indented dot were 91um, 53um, 34uym, and 21um for the top
page, second page, third page, and bottom page, respectively. In Fig. 2, the
analysis for the top page is shown.
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Fig. 2. Analysis of the top page: a. a microscope enlargement photo of the area hat was
tested; b. 3D topographical image of the indented dot; c. a height profile for the X and Y axes

Evolving deformation can clearly be seen, with the deformation depth
ecreasing with each successive layer (Fig. 3).
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Fig. 3. Depth versus # layers
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2. Bruker Contour GT (Performed at the The Hebrew University Center
for Nanoscience and Nanotechnology)

The Bruker Contour GT experiment was run on a pangram (Fig. 4) written
on a 9x9cm white memo block page. The sample text was created with a blue
ballpoint pen. The top five layers of paper under the sample text were
examined.

THE QUICK BROWN FOX
JUMPS OVER THE LAZY
DOGS

the qguick brown Sox
oumes over the fa%g ﬁlogg

Fig. 4. Sample text

Results could be retrieved only from the first layer under the sample text. A
nonuniform topographic map of the sentence was obtained, with some letters
more readable than others (Fig. 5).

Fig. 5. A topographic map of the sentence

3. Sensofar S-neox
For the Sensofar S-neox experiment, text was written with a blue ballpoint pen
on paper. The first layer beneath the written page was taken for analysis, and
the area directly under the tip of the letter “f’ (blue square) was
examined (Fig. 6).
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Fig. 6. Sensofar S-neox, the area that was examined is marked by a blue square, a. the
written page; b. the first layer beneath the written page

Scanning with the optical profilometer produced 2D and 3D topographic
pictures of this letter, as can be seen in the figures below (Fig. 7-8). Moreover,
it was determined that the height profile could be recorded for any point of the
layer. It is important to stress that the depth (AZ) of the indentation (in relation
to the paper surface) recorded here was from the order of 8um.

Visualization 2528 pm

-38.93 ym

Profile

Notes
- 1 Distance AL=613.72 ym AZ = 17.674 ym £ = 1.65*
N : Distance AL =314.11ym AZ = 7.7756 ym £ = 1.42°

Fig. 7. 2D topographic picture of the letter with its height profile
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Fig. 8. 3D topographic picture of the letter

4. Novacam Technologies Inc Microcam-3D, 2-Axis Profilometer

For the Novacam Technologies Inc Microcam-3D, 2-Axis profilometer
experiment, the words “Hi ARIEL” were written on a multi-layered stack of
papers. Scanning resulted in a good quality 3D topographic picture for the first
layer beneath the written page, as can be seen in Fig. 9). Indentations are in
the order of 20um.

Fig. 9. 3D topographic picture of the words with a height profile
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Zygo ZeGage
The Zygo ZeGage
experimental sample

consisted of the word “ZYGQO”
written with “natural” pressure.

All measurements were
taken with a ZeGage™ Plus
with normal resolution and
1024x1024 @ 100Hz camera
mode. The tool was
configured with a 2.75x
Michelson objective, 4.5 mm

working distance,
3.01x3.01mm field of view,
and 2.940um lateral

resolution. 3xCSI mode was
used for measurement.

The best results in this
experiment were received with
the paper stretched tight and

Fig. 10. Paper stretched tight and taped to flat
metal mount

taped to flat metal mount as shown in Fig. 10.

A good quality 3D topographic picture was produced from the first layer
beneath the written page even under “natural” pressure, though the description
of the pressure was not objectively measured but only evaluated by the feeling

of the writer (Fig. 11-12).

“Heavy” Pressure

“Natural” Prassure

Fig. 11. The evaluated paper with arrows indicating “natural” and “heavy” pressure
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Fig. 12. 3D topographic picture of “Zygo” written in natural pressure

5. Zygo NewView

The Zygo NewView experiment examined a sample on which the Hebrew
word “UWR” (=police) was written.

A clear 2D/3D topographic image was produced from the first layer
beneath the written page, and the height profile can be seen in (Fig. 13). The
depth of the indentations is from the order of 14um.

Width

P T y—— P

Fig. 13. 2D/3D topographic image and height profile
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6. Nanovea HS2000 3D Profilometer

The Nanovea HS2000 3D profilometer experiment was done on a sample

with the word “Nanovea” written using different applied pressures.

A clear 2D/3D topographic image and a height profile was produced from
the first layer beneath the written page (Fig. 14). Fig. 15-17 show both
decreasing max depth and readability with the lowering of applied pressure. A
feature called “slices analysis” (shown in Fig. 18) enabled selection of the
desired height range for visualization, thus eliminating the masking effects of

over-layers of writing and other indentations.

Fig. 14. False color view showing the
height profile of the indented writing
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Parameters Unit Hole

Surface mm?2 193
Volume pm3 1459560315
Max, depth/height pum 779
Mean depth/height pm 7.55

Fig. 15. A complete analysis showing the
maximum depth of a specific word
compared to the mean depth of its

surroundings for the writing with the
highest pressure
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Surface mm?2 150 Surface mma2 107
Volume pm3 752750679 Volume pm3 426521068
Max. depth/height pm 72.0 Max. depth/height pm 49.7
Mean depth/height pm 5.01 Mean depth/height pm 3.098

Fig. 16. A complete analysis showing the Fig. 17. A complete analysis showing the

maximum depth of a specific word maximum depth of a specific word

compared to the mean depth of its compared to the mean depth of its

surroundings for the writing with the surroundings for the writing with the lowest
intermediate pressure. pressure

5.93 ym
 Parwmctes =000 umit 0 L
Projected area % 14.9 851
Vvolume of void % 101 822
Volume of material % 929.0 178
Volume of void pm3fmmz 726363 26617312
Volume of material pm#fmm2 71303252 5766513
Mean thickness of void pm 0.726 266
Mean thickness of material pm 714 577

Fig. 18. Slices analysis
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Summary and conclusions

Through this research, we have demonstrated the capacity of optical
profilometry for the detection and deciphering of indented writing for forensics
casework. Trials were run on several types of optical profilometers, and all
were able to detect indented writing to some extent. Specific achievements of
the tested optical profilometers include the detection of single dots on even the
third page under the original writing paper, along with the detection and
decipherment of writing of a magnitude as small as 8um and the clear
resolution of a 3D image of this same writing. Not only were these results
encouraging, but the translation of the indentation topography into numerical
values as provided by the profilometer suggests a tremendous benefit for
computational processing of the collected data. The usefulness of these types
of measurements and formatting for computational integration is only
beginning to be understood.

Considering the compelling proof of concept achieved in this research, we
believe optical profilometry has much to offer the field of documentation
analysis, and that it is worthwhile to continue along this line of work to a more

extensive investigation.
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OMNTUYHA NPOB®ITOMETPIA AK METOA BUABJIEHHA PEJNIbEDPHO-
TUCHEHUX HANUCIB

A. Enbsawis
C. BisHep

MoToyHa MeToaonoria BUABMNEHHS pernbedHO-TUCHEHNX HamuUCiB BkoYae B cebe
06pobKy MPMCTPOEM enekTpocTaTnyHoro BusBneHHd (ESDA) i BUBYEHHS y KOCO-
nagatoyomy cBitni. Xova ESDA LUMPOKO BYKOPUCTOBYETHCH B KPUMIHAMICTUYHOMY aHa-
ni3i, BiH Mae Kinbka HegonikiB, B TOMY YMCIi MOro HENpMAATHICTb ANs1 BUKOPUCTaHHSA 3
[OKyMEHTaMU NeBHOI DOPMM i LLINBHOCTI, 30UTOK, SIKUI BiH iHOAI 3aBOae Jokasam, Bu-
Marae 3BOIOXXEHHS JOKYMEHTIB sl iXx 00pO6KK | 030H, SIKUIA BiH CTBOPIOE.

Y ubOMy [OCAIOKEHHI MU OLiHUNW ONTUYHY NpOodinoMeTpilo SK NOTEHUiHY
anbtepHatuBy ESDA. Bynu npoBeaeHi BUNpoOGyBaHHA ONTUYHMX NpOdinomeTpis
0EeKiNbKOX MapoK, i BCi BOHM B Til YK iHLWWIA Mipi 3MOrNKn BUABUTK penbedHe TUC-
HeHHd. [eski 3 MOMITHUMX OOCArHEeHb MPOTECTOBAHUX OMTMYHUX MpodinomeTpis
BKITIOYAIOTb BUSABIIEHHA OKPEMMX TOYOK @X OO TPETbOi CTOPIHKU MNif OpUriHaNbHUM
nanepom, AewndpyBaHHs HaMUCiB PO3MIpOM BCbOro 8 MKM i YiTKe pPO3LUMPEHHS
TPUBUMIPHOTO 306paxKeHHs Liboro X Hanucy. Lli peaynbTtatu He Tinbku o6GHagioTh,
ane nepeTBOpeHHsi Tonorpacii BOoaBNeHHSA B YMCMOBI 3HAYEHHS!, WO HaOalThbCs
npocpinomeTpu, faloTb BeNnYesHy nepesary Ans obuncnoBanbHoi 06pobku 3ibpa-
HUX AaHux. KopucHicTb umx TUNiB BUMIpOBaHb i hopMaTyBaHHs anst obyucnosa-
NbHOI iHTEerpauii TiNbK1U NOYNHAETLCS.

Bepyun oo yBarum nepekoHnuBi Joka3n KoHUenuil, AOCArHyTi B LbOMY OOCHi-
[PKEHHi, M1 BBaXaeMo, L0 ONTU4YHa npodpinomeTpia Moxe Garato 4oro 3anporno-
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HyBaTW B ob6nacTi aHanidy JoKyMeHTaLil, i Lo BapTo NpoJoBXUTK Lo poboTy Ans
6inbl Wwupworo gocnimkeHHa. HactynHui eTtan Bknioyatume B cebe peTenbHe
NOPIBHSAHHA XapakTepucTk 0b6pobkn ESDA i onTuyHOI npodinomeTpii.

Knio4yoBi cnoBa: kKpumiHanictuka, penbedHO-TUCHEHE HanuUCaHHS, ONTUYHWUI
npodinomeTp, TEXHIYHa ekcnepTnaa OKYMEHTIB.

OMNTUYHECKAA NPOPUITOMETPUA KAK METO[] OBHAPYXXEHUA
PENbE®HO-TUCHEHHbIX HAOMUCEM

A. dnbAwne
C. BusHep

TekyLasa MeTogonorns obHapyxeHust penbedHO-TUCHEHHbIX HAaANMUCen BKIIO-
YyaeT B cebs 06paboTKy yCTPOMNCTBOM aneKkTpocTaTnyieckoro obHapyxeHus (ESDA)
1 u3yyeHus B Koco-nagawuiem ceete. Xota ESDA wwmpoko ncrnonb3yetcs B Kpu-
MWHaNMCTUYECKOM aHanuae, OH UMeeT HeCKONMbKO HeAoCTaTKoB, B TOM YMCIe ero
HemnpurogHoCTb AN UCMOMb30BaHMSA C [OKyMeHTamu onpefeneHHon dopmbl U
NNOTHOCTK, yuepb, KOTOpbLIM OH WMHOrAa HaHOCWUT AokasdaTenbcTBam, Tpebyet
YBMNaXKHEHNS AOKYMEHTOB AN151 X 06paboTkun 1 030H, KOTOPbLIN OH CO3AaerT.

B aTOM nccnegoBaHUy Mbl OLIEHUM OMTUYECKYIO MPOGUNOMETPUIO KaK NOTEH-
unaneHyto anbtepHaTuy ESDA. Bbinu nposBedeHbl UCMbITAHUA ONTUYECKUX MPOo-
(P1NOMETPOB HECKOMNBbKMX MapoK, U BCE OHM B TOW UMW UHOW CTEMNEeHN CMOrnun o6-
HapyXuTb penbedHoe TUCHeHWe. HekoTopble W3 3aMeTHbIX [OCTUXKEHWN
NPOTECTUPOBAHHBLIX ONTUYECKUX NPOGUIOMETPOB BKMOYalOT obHapyxeHne otae-
NbHbBIX TOYEK BNOTb A0 TPETbeWN CTpaHuubl Nog opurnHansHow Gymaron, gewnd-
poBaHVe Hagnucel pasmepoM BCEro 8 MKM M 4eTkoe paspelleHue TPexMepHOro
N300paxeHns 3TOro Xe HanucaHusa. AT pesynbTaTbl He TONbKO OBHaaexuBsaroT,
HO npeobpasoBaHve Tonorpadmn BAaBNMBaHUS B YMCMOBbIE 3HAYEHWS, NpeaocTa-
BrsieMble NPodUIOMETPOM, AaeT OrPOMHOE NPEUMYLLECTBO AJ151 BbIYMCIMTENBHON
06paboTkn cobpaHHbIX AaHHbIX. [10Ne3HOCTb 3TUX TUMNOB M3MEPEHUn 1 dopmaTm-
poBaHMSA ANS BbIMUCIIUTENBHOW UHTErpaLnm TOMbKO Ha4YMHaAEeTCs.

MpvH1mas Bo BHMMaHWe ybeauTenbHble gokazaTenbcTBa KOHLENUUM, 4OCTUr-
HyTble B 3TOM UCCNeaoBaHUW, Mbl CHUTaEM, YTO OnTu4ecKkas NPoUnoMeTpus mMo-
XXET MHOroe npeanoxuTe B obnactu aHanusa AOKyMeHTauuu, U 4YTO CTOWUT Mpo-
JONMkuTb 9Ty paboTy ana 6onee wwmpokoro uccrnegosaHus. Crnegytowmn atan
Oypnet BknoYaTh B cebs TwarensHoe cpaBHeHUe xapaktepucTuk obpabotkn ESDA
1 ONTUYECKOW NPOUITOMETPUN.

KnioyeBble crnoBa: KpyMUHanNucTuka, penbegHo-TMCHEHHOE HanucaHue, on-
TUYECKMNA NpohnnomeTp, TEXHNYECKasi aKCnepTm3a JOKYMEHTOB.
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