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an expert. The obligation to check the scientific (the presence of general scientific
provisions, theoretical foundations of a certain type of examination) and
methodological (the use of a certified methodology registered in Register of expert
research methods) reliability of expert research results.
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standards of USA, criminal procedure of Ukraine.
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ADVANCED FORENSIC METHODS TO DETECT FRAUD

The aim of the article is to study forensic accounting methods to detect fraud in
financial statements. A taxonomy of forensic analytics methods is proposed and a
generalization of seven mathematical models for detecting fraud recommended by
forensic accounting experts and practitioners is provided, allowing for the detection
of fraudulent financial statements before it is too late. The authors’ qualitative
analysis of evaluating fraud detection models is based on data from semi-
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structured interviews conducted in the focus group of forensic accountants,
investigators, and prosecutors.

Key words: forensic accounting, forensic method, fraud in financial
statements, models

The basic method of forensic accounting for fraud detection is already
known — it is comparison and identification of inconsistencies with rules, facts,
analogues (comparison of financial indicators based on average statistical
data, by industry, similar enterprises, etc.). These forensic methods are mainly
used to detect asset theft of related crimes — asset concealment. The main
method for detecting these crimes is a normative approach which includes the
mathematical recalculation based on the double-entry accounting method.

In today’s world, the types of economic crime evidenced by accounting
documents have changed significantly. The main economic crimes include
fraud, tax evasion, bankruptcy fraud, and money laundering on the basis of
forged documents, justifying a specific transaction (a contract or an invoice) or
the company’s activities as a whole. As a result, new technologies have been
developed to detect fraud as crime patterns and methods evolve, as well as by
observing the characteristics of criminal behaviour and the crime typologies.

According to Huber and DuGabriele [13], there is no emergency fraud,
there is a new expression of old frauds. The known forensic accounting
methods, including comparison, are applied to new and old frauds. The
approach to the method is changing from manual calculation to advanced
techniques. Analytical models developed by researchers help to detect poor
quality income and outright fraud. Thus, forensic accounting research must
support the profession providing practitioners with new methods or theories.

Fraud is a theft by deception. It involves all the different ways of using
trickery to get another person’s or organization’s assets. No definite and
invariable rule can be laid down as a general proposition in defining fraud, as it
includes surprise, trickery, cunning, and unfair ways by which another is
cheated [1; 24].

Frauds can be classified by the type of victim, the type of perpetrator, or
the type of scheme. According to the Association of Fraud Examiners (ACFE),
three major types of occupational fraud include corruption, asset
misappropriation, and fraudulent statements. Frauds can be committed against
and on behalf of the organization. Fraud that is committed on behalf of the
organization is a form of management fraud or financial statement fraud [1; 2].

Fraud investigations can be classified according to the types of evidence
produced or according to the elements of fraud. Fraud investigations include
measures to determine who, why, when, and how much is involved. The fraud
investigation identifies the perpetrators, the amounts seized, and the
distribution of controls or other elements that allowed the fraud to occur [1].

There are some international analytical methods for detecting and proving
fraud, which are also used in Latvia. These methods can be conventionally
divided into three groups (see Table 1).
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Table 1
Taxonomy of forensic analytic methods
Summary of official Methods based Economic-mathematical
facts on expert competence methods
Cash flow analysis Principles or Financial analysis
cases-based
Net worth "Red flags" Mathematical models
Accounting methods "Fraud triangle” Benford’s law
Matching & comparison Expert assessments Business analysis

Source: created by the authors based on the [1; 2; 18]

Summary of official facts on the basis of officially approved data of the
institutions, which are direct evidence themselves — bank statements, State
Revenue Office data on personal income, annual reports of companies,
especially if their reliability has been confirmed by the examination of sworn
auditors. These methods can be considered:

—Cash flow analysis allows identifying the origin of funds, payers, and
justifications for payments; track the path of monetary transactions, including
mergers and roundabouts. Cash flow can be determined not only on the basis of
bank statements, but also on the basis of financial statements [18, p. 83—118].

— Net worth makes it possible to track the excess of a person’s expenses
over their income on the basis of declarations and other data obtained by the
State Revenue Service. Some cost data can be obtained from official sources,
such as Statistics Office, etc. [1, p. 261-273].

— Accounting methods help to determine the relationship between assets
and debts, assess the company’s results from economic activities, as well as
track the movement of assets and calculate its value [21].

— Matching and comparison method reveals common characteristics and
differences of compared objects contained in different documents to determine the
identity of the corresponding indicators or discrepancies between them [21, p. 107].

Analytical methods, the results of which are based on expert
competence:

— Principles or cases-based methods are the guidelines developed by
professionals. For example, the International Audit Standard No.240 “The
auditor’s responsibility to consider fraud in an audit of financial statements” is
designed for protect investors from fraudulent accounting activities by
corporations [14]. The Association of Fraud Examiners (ACFE) has developed
the complete classification of occupational fraud, often referred to as the
“Fraud Tree” [2]. In 2020, the Financial Intelligence Unit of Latvia has
developed a list of typologies to investigate money laundering based on a set
of indicators [11].

—“Red Flags” as a warning that there is a potential threat. This method is
widely used in auditing and is intended to detect changes in anomalous trends or
atypical transactions that are not specific to the company’s or individual's
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behaviour. Red flags to detect internal fraud is presented by the Chartered Institute
of Management Accountants (CIMA) [6]; red flags of fraud in public procurement
are described by the European Commission European Anti-Fraud Office [9].

— “Fraud Triangle” is a model for explaining the factors that cause someone to
commit occupational fraud. It consists of three components which, together, lead
to fraudulent behaviour: perceived unshareable financial need, perceived
opportunity and rationalization [2]. The fraud triangle is recommended to use by
the European Commission for the timely prevention and detection of fraud related
to the receipt of funds from the European Union [10].

— Expert assessments, the main of which are the assessment of economic
activity, creditworthiness, and solvency of the company in connection with
possible fraud in financial statements. Other tasks may include the business
evaluating in a division dispute, calculating loss of profit in disputes arising
from breach of contract [1, p. 565-581]. These methods are not yet popular
with Latvian forensic experts. On the other hand, the method of lost profit
calculation is used and presented by forensic experts in Lithuania [5].

Economic-mathematical methods based on scientifically tested theories,
allowing the results of information analysis to be quantified, thus reducing the
expert’'s assessment of subjective facts. These methods are:

— Financial analysis includes the analysis of changes in financial data over
time, either in structure, or in comparison with an analogue (compliance with
the requirements of regulatory enactments, similar to the company). This could
be a vertical and horizontal analysis, analysis of ratio — profitability, solvency,
liquidity and activity, and others [18, p. 19-79].

— Mathematical models are the next development phase of the financial
analysis method. The essence of the method is that a separate indicator is not
assessed, but is assessed comprehensively — in the model. Examples are
credit rating assessment, bank customer risk assessment. This method is used
by the State Revenue Service in Latvia to assess the risk of tax evasion, and
the results are available to the taxpayer: the taxpayer risk percentage is
indicated by an arrow on the colour scale ("speedometer”), which shows the
highest risk of tax evasion in red and the lowest risk in green [23].

— Benford’s law is a digital analysis technique that identifies the trend of
the digits of numbers developed by F. Benford in 1938 [18, p. 237-292]. The
method allows identifying atypical transactions in a large data array and it is
the basis for the new generation tool "Data mining”, based on M. Nigrini's
research from 1996 [19].

— Business analysis methods allow modelling and analysis of crime as a
"business”). An example is the PESTEL method used by the European Police
Office (EUROPOL) to assess the threat of serious and organized crime
(SOCTA) [7]. The business model CANVAS is a strategic management and
entrepreneurial tool. It provides a more systematic approach to understanding
criminality and allows analysing and identifying relationships and processes to
assist effective interdiction [3].

The choice of method depends on the purpose of the examination, the
research objects available, and the expert’'s knowledge of the method.
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Thanks to technological developments and availability of data, the use of
mathematical methods and their verification has become more accessible. The
mathematical models can quickly detect possible fraud in financial
statements for rational decision-making on the choice of further investigation
methods, as well as for planning forensic accounting examination stages.

The development of models that detect financial fraud dates back to the
1960s, replacing the basic method of financial statements analysis based on
the descriptive analysis and assessment of financial ratios.

According to the literature review by M. Lenard and P. Alam [16], the
problem of detecting fraud in financial statements was initiated in the late
1930s. By the 1950s, statistical techniques were used in auditing. Altman was
one of the first to publish the study on the use of statistical model to predict
bankruptcy in 1968, as bankruptcy and fraud detection was closely related. In
1980, instead of Altman’s Z-score model, Ohlson developed his own
probability model. In the early 1990s, models began to be developed to detect
outright fraud, not just bankruptcy. Thus, in 1995, Persons published his
logistic regression model to identify factors associated with fraudulent financial
statements. In 1999, M. Beneish published his M-score model to detect
earnings manipulation that become one of the most popular models for
detecting fraud in financial statements.

In the 2000s, the requirements for auditors to detect fraud were enhanced
the Statement on Auditing Standard (SAS) No. 82 (1997), revised SAS No. 99
(2002), adopting the Sarbanes-Oxley legislation, and the International Audit
Standard (ISA) No. 240 (2003). This, as well as the developing of computer
science, has led for the rapid development of a number of models, including
those based on artificial intelligence or machine learning methods.

The trend of recent years is testing and adapting the developed foreign
models to local conditions. In this context, the fraud detection model developed
in 2015 by Lithuanian colleagues R. Kanapeckiene and Z. Grundiene should
be noted [15].

In 2018, the State Revenue Service of Latvia developed the taxpayer
rating system [23] so that taxpayers could see themselves through the eyes of
the State Revenue Service of Latvia. Initially, the taxpayer rating was
assessed by a 5-way analysis, which were expanded to 7 dimensions in 2020:
registration data, reporting discipline, tax debt, auditing results, wage and
business indicators, risks.

A historical overview of the development of fraud detection methods is
shown in Figure 1 based on the [16, 18, 15, 23].

The figure shows that there are different methods and different classes of
models for detecting fraud. Thus, there are simple models based on the score
of indicators; accrual-based models that measure the impact of accruals in
financial statements; models based on the discriminant analysis and logistic
regression. The authors note that not all methods and developed models for
fraud detection are shown in the figure, as there are many more. Some models
show a certain value for the likelihood of fraud, other indicate red flags that
require extended investigation.
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Fig. 1. Timeline of the development of fraud detection methods

The authors cover the mathematical models of fraud detection that are
recommended for use in accounting forensics, adding new knowledgeable model
developed in Lithuania. A summary of the models is presented in Table 2.

Table 2

A summary of fraud detection models recommended to forensic experts

Author, . Indicators
Year Model description included Fraud assessment
O assets o order Percentage of
Jone[?,zil 991 calculate discretionary 3 indicators d:(;gﬁ};?g?gy
acpruals used .to manipulate
manipulate earnings
Accruals of implied cash Business with high
Sloan, 1996 component of earnings 3 indicators accruals is inferior
[22] based on accruals impact to business with low
to netincome accruals
. Lower accrual
Dechow-Dichev, Thg acé:?j“(t%?»];gﬁg;%als quality means that
2001 cashflow for future 3 indicators accruals are
[8] eriods unrelated to future
P cash flows
i Scores —
. . F-score to indicate . .
Piotroski, 2002 possible manipulation of 9 indicators manipulation

(20]

financial statements

signals, F-score is
total of scores
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Lev- 12 signals to measure Larger negative
Thiagarajan, earnings quality and 12 indicators | scores imply a low
1993 [17] future growth quality of earnings
M-score to detect M-score is greater
Beinish, 1999 earnings manipulation — than -2.22 suggests
[4] capturing financial 8 indicators a higher probability

statement anomalies of manipulation

Kanapeckiene & | Fraud detection model to The likelihood of

Grundiene, 2015 | identify fraud in financial 4 indicators possible fraud

[15] statements expressed 0—100%

Source: created by the authors based on the [18, 15]

Pamela S. Mantone, a member of the American Institute of Certified Public
Accountants (AICPA), a Certified in Financial Forensics (CFF) champion, a
member of the Association of Certified Fraud Examiners (ACFE) Advisory
Council, in her book “Using Analytics to Detect Possible Fraud. Tools and
Techniques” presented the practical use of these models on examples of four
companies. She notes that in some respects the models show an identical
result for possible fraud, thus recommending the use of several methods in the
examination [18].

In order to assess the feasibility of practical use of models for detecting
fraud in litigation and forensic examinations, the authors conducted a focus
group interview with forensic accountants, investigators, and prosecutors. The
purpose of the interview: to find out the attitude towards the use of
mathematical models for fraud detection in the process of investigating
economic crimes and forensic accounting examinations.

The following issues were discussed during the interview:

— Do you know fraud detection methods in financial statements? Which
ones? What methods do you use?

— Do you know the fraud detection models listed in Table 27?

— How do you assess the use of mathematical models in the investigation
of economic crimes and forensic examinations? How could they be used?

—Do you know the taxpayer rating system developed by the State
Revenue Service? (If the answer was no, the respondent was introduced to
this system). How do you assess this system? Did you trust the results of this
model?

— Would you have more confidence in the model if it was developed by a
government agency? Your refusal if a similar model is developed abroad?

The respondents have little knowledge of the models discussed in the
article; forensic accountants have heard about some models only from theory,
since in practice they do not use them. The examinations use classic forensic
accounting methods, such as accounting methods, matching and comparison,
cash flow and financial analysis, and the system of “red flags”.

All respondents heard about the taxpayer rating system developed by the
State Revenue Service. The respondents rate this system as easy to understand.
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The investigators noted in particular the visualization of the transcript for each item
of analysis on which the overall score is based. None of the respondents has any
doubts about the reliability of the results, since “there is no reason not to believe in
the methodology of the state specialized organization”.

In general, the respondents do not object to the use of models in both the
investigation of economic crimes and in the performance of forensic
accounting examinations. On the other hand, investigators and prosecutors
are not ready to use models because they do not have enough knowledge in
accounting and economics to make calculations according to the model
formula. The youngest do not mind using models if the calculations were
automated and their results could be clearly interpreted. The forensic
accountants are not afraid of calculations, but agree that before using a model,
it must be carefully analysed and tested in practice.

Forensic accountants: “the models can help to obtain initial information
(find an opinion) about a company, but cannot be used as evidence of fraud”.

The investigators: “the models such as taxpayer rating can be used to gain
insight into a company and its potential fraud risks that should be examined
first’. The investigators and prosecutors do not believe that the results of the
model cannot serve as evidence in a crime: “the result of a mathematical
model that can be trusted is a fact, but the evidence consists of a set of facts.
If this fact does not contradict other circumstances and facts, but forms a
unified picture, it can serve as evidence of a crime”.

All respondents would trust the models developed by national government
agencies. However, opinions differ on the development of models that could
be used in the examination:

— Investigators and prosecutors have no opinion on this, as they hope that
the expert will choose the best method himself: “The expert does not invent
methods from scratch, but is based on some scientific theories. He is a
specialist in this field".

— Some of forensic accountants: “The fact that the model is developed by
national or foreign specialists will not change my attitude towards the model,
the main thing is to determine precisely the criteria that can indicate the fraud
of companies”.

— Other forensic accountants: “Foreign models have less reliable because
they do not take into account local legislation and other national specificities.
They must be tested and adapted to local conditions”.

The authors' study leads to the conclusion that there are different forensic
accounting models to detect fraud in financial statements. The models differ on
number of indicators included, the criteria of evaluation.

The result of the interview showed, the respondents do not object to the
use of models in both the investigation of economic crimes and in the
performance of forensic accounting examinations. However, investigators and
prosecutors are not ready to use models because they do not have enough
knowledge in accounting and economics to make calculations according to the
model formula. This means that targeted educational work is needed to
promote using the models to detect fraud in financial statements.
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Making a conclusion from the stated facts, we can state that it is
necessary to develop new methods and techniques in the investigation of
economic crimes. In turn, the application of the results of these methods as
evidence of crimes requires verification of their quality for applicability to local

conditions.
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NEPEOOBI METOAU CYOOBOI EKCNEPTU3M ONA BUABIEHHA
LUAXPAUCTBA

10. I'. NNiogopoBa
I. C. BopoHoBa
P. lUHenpepe

Po6GoTta aBTOpiB NpuUcBsiYeHa OOCNIMKEHHIO MKHAPOAHMX aHaniTUMHUX MEeTOo-
AiB ANSA BUSIBMEHHS | AOKa3y LuaxpancTea B Xo4i po3crigyBaHb €KOHOMIYHMX 3110-
YMHIB i NpoBeAeHHI cynoBo-Oyxrantepcbkoi ekcnepTuan. Ockinbkn B AKOCTI 3ara-
NBHOTO MOJSIOXKEHHS ANsi BM3HAYEHHs LuaxpancTBa He Moxe OyTu noknageHo
He3MiHHe NpaBuNo, OCTIMbKM | MeToau ANA AOCMIMKEHHS MPOOOBXYOTb aKTUBHO
pos3BuBaTUCA. ABTOPW HaBOAATb XapakTepUCTMKY TPbOX Fpyn MeTOAiB CyAoBOi
aHaniTuKK, SKi TakoX BUKOPUCTOBYOTbCA B JlaTBii: MeToan y3aranbHeHHs odiuin-
HWUX PaKTiB HA OCHOBI OMILINHO 3aTBEPAKEHUX AaHWUX YCTaHOB, aHaniTUYHi MeTo-
OW, 3aCHOBaHi Ha KOMMeTEHLii eKcnepTa, i EKOHOMIKO-MaTeMaTUYHI METOAN.
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XpoHonoria eBontouii po3BUTKY MeTOoAiB BUSIBNEHHS LlaxpancTBa nposefeHa
Ha OCHOBI icTopu4yHOro ornsay. HaBoaMTbCca onuc MaTtemMaTUYHUX Mogenen BUsiB-
NEHHs LIaxpancTBa, PEKOMEHAOBaHNX Asi BUKOPUCTaHHS B Cy4oBuMX Byxrantepchb-
KMX eKcrnepTusax, 3 [odaBaHHAM NoricTM4Hoi Mogeni, po3pobneHoi B JluTsi.
OcTaHHIM eTanom JOCMiOXEHHS € HECTPYKTYpOBaHe iHTepB'to hOKyC rpynm 3 ekc-
nepramu-0yxrantepamu, cnigyMmu i NPOKypopamun 3 METO 3'CyBaTU CTaBMNEHHS i
OLiHUTU MOXIMBICTb MPAKTUYHOTO BUKOPUCTAHHA MoAenen Onsi BUSIBNEHHS LUax-
pancTBa B Cy4OBMX NpoLecax Ta CyaoBo-Oyxrantepcbkmx ekcneptusax. Pesynbrat
iHTEPB'10 MOKa3aB, WO PECMOHAEHTU He 3anepeydyroTb NPOTU BUKOPUCTAHHS MOAe-
new 9K npu poscnigyBaHHi €KOHOMIYHMX 3MOYUHIB, TaK i MpU NpPoBedeHHi CyaoBO-
OyxranTepcbkmux eKCnepTns. YYacHUKU ONUTYBaHHSA BiA3HAUYUNN B SKOMY HaNpsiMKy
cnig yAOCKOHanBaTh AaHi MeToam Ans ix 3acTocyBaHHS B AiNTOBOACTBI.

KniouoBi cnoBa: cynoBo-MeauyHuin o6rik, KpUMIHAnNiCTUYHWIA MeTop, Luax-
pancTBO y PiHAHCOBIN 3BITHOCTI, MOAENI.

NEPEQOBLIE METObl CYAEBHOW 3KCMNEPTU3bI ANSA
OBHAPYXEHWA MOLLEHHUYECTBA

10.T. llnopoposa
WU. C. BopoHoBa
P. lUHenpepe

PaGoTta aBTOpOB MOCBSILLEHA WCCNENOBaHWI0 MEXOYHAPOAHBLIX aHANUTUYECKMX
METOA0B ANs obHapyXeHust 1 fokasaTensCTBa MOLLEHHNYECTBa B XOA4e paccnenosa-
HU SKOHOMUWYECKUX MPECTYMINEHUA U MPOBEAEHUN CyaeOHO-OyxranTepcKon aKcnep-
Tn3bl. MockonbKy B Ka4ecTBe OOLLErO MOMOXEHUs A4St OnpeaerneHns MOLLEHHWYECTBA
He MOXeT ObITb NONMOXEHO HEM3MEHHOE NPaBWIIo, NMOCTOMbLKY U METOAbI AN uccneno-
BaHWS NPOJOIHKAOT aKTUBHO Pa3BuBaTbCs. ABTOPbI NMPUBOAAT XapakTEPUCTUKY Tpex
rpynn meTogoB cyAebHOM aHanuTWKW, KOTopble Takke ucronb3ytoTca B Jlateum: me-
TOoAbl 0006LLEeHUsT ouLmManbHbIX (PakToB Ha OCHOBE OMULMAnNbHO YTBEPXAEHHBLIX
[OaHHbIX YYpeXaeHU, aHanMTM4eckne MeTodbl, OCHOBaHHbIE Ha KOMMETEHLMN KCnep-
Ta, U 9KOHOMMKO-MaTemMaTnyeckne MeToapbl. XpOHOMOrms 3BOMHOLMK pasBUTUS METO-
[oB OBHapyXeHuss MOLUEeHHWYeCcTBa MpoBedeHa Ha OCHOBE WCTopudeckoro obsopa.
MpuBoaMTCS onucaHne mMaTemMaTU4eckMx Mogeren obHapy>KEeHUs1 MOLLEHHWYECTBa,
pekoMeHayeMbIX AN UCnonb30oBaHUsA B CyAebHbIX ByxranTepckux akcrnepTusax, ¢ Ao-
OaBneHuem norucTudeckon mogenu, paspabotaHHon B JluTtee. [NocnegHum aTtanom
uccrnefoBaHns ABNSETCA HECTPYKTYPUPOBaHHOE MHTEPBbLIO (HOKYC pynmbl C AKCMep-
TaMmu—Oyxrantepamu, crnegoBatensiMy U NPoKypopamMu € Lernbio BbISICHUTL OTHOLLEHWE
N OLEHUTb BO3MOXHOCTb MPaKTUYECKOro UCMONb30BaHWUSA MOAENnew ONs BbISABNEeHUS
MOLLEHHMYecTBa B cyaebHbIX npoueccax n cyaebHo-Oyxrantepckux akcnepTtmaax. Pe-
3ynbTaT MHTEPBbIO MOKa3ar, YTO PECNOHAEHTLI HE BO3paXatoT NPOTUB UCMOSb30BaHWS
MoOZenew Kak Npu paccrnefoBaHnM 3KOHOMUYECKMX MPECTYNIIEHUA, Tak U Mpu npoBe-
OeHun cyaebHo-OyxranTepckmx aKCnepTu3. YYacTHUKM onpoca OTMETUMN B KAKOM Ha-
npaBneHun cnegyeT COBEPLUEHCTBOBATL AaHHble METOoAbl AN UX NPUMEHEHUs B Ae-
1IONpPOU3BOACTBAX.

KnioueBble cnoBa: cyaebHO-MeaUUMHCKUIA yYeT, KPUMUHaNMCTUYECKun me-
TOA, MOLUEHHNYECTBO B (DMHAHCOBOW OTYETHOCTU, MOAENN.
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